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NORTH COAST COUNTY WATER DISTRICT

BOARD OF DIRECTORS

Regular Meeting December 16, 2020, 7:00 PM

DUE TO COVID-19 AND IN ACCORDANCE WITH THE GOVERNOR’S EXECUTIVE ORDERS THAT
SUSPEND PORTIONS OF THE BROWN ACT, THIS MEETING WILL BE CONDUCTED BY TELECONFERENCE
ONLY. MEMBERS OF THE PUBLIC MAY NOT ATTEND THIS MEETING IN PERSON. MEMBERS OF THE
PUBLIC MAY ONLY PARTICIPATE IN THIS MEETING REMOTELY AS FOLLOWS:

REMOTE PARTICIPATION ACCESS

Online: https://global.gotomeeting.com/join/445253477

By Phone: (Toll Free): 1 866 899 4679
Access Code: 445-253-477

1. Call to Order

2. Roll Call

A. Location of Emergency Exits
Pledge of Allegiance

Public Comment

Members of the public are invited to participate during the public comment period(s) or when a particular item is
introduced. Members of the public are encouraged to participate remotely by submitting comments to
info@nccwd.com at least one hour prior to the scheduled start time of the meeting. For comments submitted
prior to the meeting, please indicate in your email the agenda item to which your comment applies. Comments
submitted before the meeting will be provided to the Directors before or during the meeting. Although public
comments are generally limited to three minutes per person per comment, the Board President shall have the
discretion to manage the Public Comment process in a manner that achieves the purpose of public
communication and assures the orderly conduct of the meeting.

Approval of Order of Agenda ACTION
Board Communications
Special Order of Business ACTION

A. Selection of Board President/Vice-President for 2021

B. Oath of Office Ceremony for Returning Board Members Joshua Cosgrove and Jack Burgett
C. Presentation by Fechter & Co. of District’s FY 19/20 Audit — Attached Board Only

D. Accept District’s FY 19/20 Audit
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8.

10.

11.

12.

13.

14.

15.

Consent Calendar ACTION

All matters listed hereunder constitute a Consent Calendar, are considered as routine by the
Board of Directors, and will be acted upon by a single vote of the Board. There will be no
separate discussion of these items unless a member of the Board so requests, in which event
the matter shall be removed from the Consent Calendar and considered as a separate item.
Overview of District Investments - Attached

Financial Statements for November, 2020 — Attached

Minutes of the November 18, 2020 Regular Meeting of the Board — Attached

Report on Sale of District Property — Attached

November, 2020 Leak Report — Attached

November, 2020 Water Quality Report— Attached

November, 2020 Hydrological Report— Attached

eneral Manager’s Report
New Business

MErO OEEDUOER

e District Administration Building: Survey Results
e Alternative Water Supplies: Water from Air

3. Approval of District Response to the Grand Jury Report Dated October 7, 2020, ACTION

Regarding “Ransomware: It Is Not Enough to Think You Are Protected.” — Attached

4. Authorize General Manager to Enter into a Professional Services Agreement with ACTION

Freyer & Laureta, Inc. for Vallemar Tank Condition Assessment in an Amount
Not To Exceed $36,100 - Attached

B. Continued Business - Attached

1. Capital Improvement Program and Bond Projects INFORMATION

Bay Area Water Supply and Conservation Agency Issues INFORMATION

Committee and/or Directors’ Reports on Meetings Attended
A. ACWA Board of Directors Meeting — November 20, 2020 (Burgett)
B. ACWA Fall Conference Virtual Event (Burgett)
1. JPIA Board Meeting — November 30, 2020
2. JPIA Virtual Seminar “Virtual Armed Robbery” — December 1, 2020
3. ACWA Fall Conference — December 2-3, 2020
4. ACWA Region 5 Membership Meeting — December 9, 2020
C. Water Education Foundation — December 10, 2020 (Burgett)

Directors” Comments and/or Agenda Requests
Correspondence

Public Comment

Closed Session

Pursuant to California Government Code Section 54957

Threat to Public Services or Facilities
Consultation with District Counsel

Approval of Claims Dated December 16, 2020 — Attached ACTION
General Manager’s Update — Attached INFORMATION
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16.  Report on Action Taken in Closed Session

17. Adjournment of Meeting in Memory of Robert Thomas Piccolotti (Director Piccolotti)

Accessible Public Meetings - Upon request, the North Coast County Water District will provide written agenda materials in appropriate alternative
formats, or disability-related modification or accommodation, including auxiliary aids or services, to enable individuals with disabilities to
participate in public meetings. Please send a written request, including your name, mailing address, phone number and brief description of the
requested materials and preferred alternative format or auxiliary aid or service at least three (3) days before the meeting. Requests should be sent to:
North Coast County Water District, Attn: Alternative Agenda Request, PO Box 1039, Pacifica, CA 94044-6039.




CERTIFICATE OF THE CHIEF ELECTIONS OFFICER

State of California
SS.
County of San Mateo

I, MARK CHURCH, Chief Elections Officer of the County of San Mateo, State of
California, do hereby certify that:

WHEREAS, the number of nominees for the Office of Member, Board of Directors,
does not exceed the number of offices required by law to be filled at the Presidential General
Election within the NORTH COAST COUNTY WATER DISTRICT, held on November 3,
2020, the time within which nominations may be made has expired, and a petition signed by
ten percent (10%) of the voters or 50 voters, whichever is the smaller number, requesting that
said election be held, was not presented to the Chief Elections Officer within the time
provided by law.

NOW, THEREFORE, pursuant to Elections Code §10515, the following qualified
persons as listed below, are required to be appointed to two (2) seats for four (4) year terms:
Jack J. Burgett Joshua A Cosgrove

IN WITNESS WHEREOF, | hereunto affix my hand and seal this 3" day of December,

2020, and file this date with the General Manager of the NORTH COAST COUNTY WATER

DISTRICT.

W‘Qéu‘nu_\

MARK CHURCH
Chief Elections Officer &
Assessor-County Clerk-Recorder
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OATH OF OFFICE

FOR

MEMBER OF THE BOARD OF DIRECTORS
NORTH COAST COUNTY WATER DISTRICT

l, , do solemnly swear (or affirm) that I will support

and defend the Constitution of the United States and the Constitution of
the State of California against all enemies, foreign and domestic; that |
will bear true faith and allegiance to the Constitution of the United
States and the Constitution of the State of California; that | take this
obligation freely, without any mental reservation or purpose of evasion;
and that I will well and faithfully discharge the duties upon which I am

about to enter.

Date: December 16, 2020

Signature

Sworn to (or affirmed) before me

Name:

Title:



A. LOCAL AGENCY INVESTMENT FUND

NORTH COAST COUNTY WATER DISTRICT
Investment Portfolio Summary
November 30, 2020
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Account Value Deposit/Transfer Quarterly Account Value Current Y-T-D
at Oct. 31, 2020 Maturity Interest Earned at Nov. 30, 2020 Yield Interest Earned
12,350,818.97 500,000.00 - 12,850,818.97 0.576% 175,465.39
12,350,818.97 500,000.00 - 12,850,818.97 0.576% 175,465.39
(b) (c) (a)

Note:

(a) L.A.LLF. interest is paid on a quarterly basis.

(b) Transfer fund from general fund account to LAIF account.

(c) The above fund is used to cover the following District's liabilities & reserves:

- CIP Reserve

- Operating Reserve
- OPEB Liabilties

- Drought Contingency Fund

- Emergency Reserve

- Accrued Sick Leaves & Vacation

- Customer Deposit

- Unrestricted Cash

Total assignment of fund:

Total Investment fund balance:

$

1,500,000.00
2,000,000.00
5,000,000.00
500,000.00
300,000.00
365,000.00
312,000.00

9,977,000.00

2,873,818.97

12,850,818.97




LAIF Regular Monthly Statement Page 1 of 1

California State Treasurer
Fiona Ma, cpPA

Local Agency Investment Fund
P.O. Box 942809

December 09, 2020

Sacramento, CA 94209-0001 LAIF Home
(916) 653-3001 PMIA Ave.rage
Monthly Yields

NORTH COAST COUNTY WATER DISTRICT

GENERAL MANAGER
P.O. BOX 1039
PACIFICA, CA 94044

Tran Type

Definitions
Account Number:
November 2020 Statement

Web
. . Tran
Effective Transaction e Confirm Confirm
Date Date yp Number Number Authorized Caller Amount

11/6/2020 11/5/2020 RD 1659599 N/A CONNIE HSU 500,000.00
Account Summary
Total Deposit: 500,000.00  Beginning Balance: 12,350,818.97
Total Withdrawal: 0.00 Ending Balance: 12,850,818.97

https://laifms.treasurer.ca.gov/RegularStatement.aspx 12/9/2020
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North Coast County Water District
REVENUES & EXPENSES SUMMARY
For November 2020

Current Month Y-T-D Total FY 2020-21 % of Y-T-D Total
Nov. '20 Jul. '20 - Nov. '20 Budget to Budget
Operating Revenues:
Water Consumption Sales 861,624.11 4,559,691.26 8,950,750.00 50.94%
Other Service Charges 326,061.98 1,673,473.87 3,963,250.00 42.23%
Total Operating Revenues 1,187,686.09 6,233,165.13 12,914,000.00 48.27%
Operating Expenses:
Administration Expenses
Administration - Directors 9,865.09 49,225.45 145,500.00 33.83%
Administration Employee Development 56.92 691.92 5,500.00 12.58%
Administration Operations 32,166.47 174,948.23 522,700.00 33.47%
Administration Profession, Fees 8,610.60 58,724.47 276,000.00 21.28%
Administration Salaries & Benefits 160,884.61 840,889.36 2,021,500.00 41.6%
Bond-Debt Service 10,456.25 52,281.25 121,525.00 43.02%
Total Administration Expenses 222,039.94 1,176,760.68 3,092,725.00 38.05%
Distribution Expenses
Distribution - Operations 18,469.31 108,564.54 203,500.00 53.35%
Distribution Salaries & Benefits 94,097.77 479,598.62 1,247,000.00 38.46%
Total Distribution Expenses 112,567.08 588,163.16 1,450,500.00 40.55%
Plant Expenses
Plant Operations 485,070.23 2,243,526.52 5,664,200.00 39.61%
Plant Salaries & Benefits 13,458.64 69,000.48 262,700.00 26.27%
Total Plant Expenses 498,528.87 2,312,527.00 5,926,900.00 39.02%
Total Administrative, Distribution & Plant Expenses 833,135.89 4,077,450.84 10,470,125.00 38.94%
Total Operating Expenses 833,135.89 4,077,450.84 10,470,125.00 38.94%
Net Operation Income (Loss): 354,550.20 2,155,714.29 2,443,875.00 88.21%
Non-Operating Revenues 93,938.79 425,822.92 1,227,000.00 34.7%
Net Income (Loss) 448,488.99 2,581,537.21 3,670,875.00 70.33%




North Coast County Water District
Revenues & Expenses Report
For November 2020

Current Month Y-T-D Total FY 2020-21 % of Y-T-D Total
Nov. '20 Jul. '20 - Nov. '20 Budget to Budget
Ordinary Revenues/Expenses
Operating Revenues
4110 - Residential Water Sales 673,339.82 3,240,212.82 5,945,000.00 54.5%
4110001 - Residential Service Charges 303,029.31 1,457,035.21 3,433,750.00 42.43%
4120 - Business Water Sales 56,274.92 271,675.10 1,265,500.00 21.47%
4120001 - Business Service Charges 9,218.91 54,944.74 141,750.00 38.76%
4140 - Multi-Units Water Sales 35,625.20 499,599.22 780,000.00 64.05%
4140001 - Multi-Units Service Charges 3,808.08 53,636.97 129,000.00 41.58%
4170 - Other Public, Portables, etc. 40,985.10 215,922.93 500,000.00 43.19%
4170001 - Other Public Service Charges 3,038.11 28,759.46 68,000.00 42.29%
4180 - Irrigation 51,293.84 209,398.80 281,750.00 74.32%
4180001 - Irrigation Service Charges 3,844.54 19,045.64 45,000.00 42.32%
4185 - Recycled Water Sales - 98,512.32 120,000.00 82.09%
4185001 - Recycled Water Service Charges - 4,578.71 12,750.00 35.91%
4210 - Fire Standbys (Fire Protection) 4,105.23 24,370.07 58,500.00 41.66%
4230 - Water Connections 541.92 14,119.04 25,000.00 56.48%
4240 - Renewal of Service Fees 1,848.00 8,924.00 23,000.00 38.8%
4260 - Late Fee Charges - 35,000.00 0.0%
4870 - Miscellaneous Income 733.11 32,430.10 50,000.00 64.86%
Total Operating Revenues 1,187,686.09 6,233,165.13 12,914,000.00 48.27%
Expenses
130 - Administration Expenses
Administration - Directors
5645130 - Directors Health Insurance 8,965.09 44,825.45 110,500.00 40.57%
5940130 - Directors Fees 800.00 4,300.00 10,000.00 43.0%
5941130 - Directors' Election Fee - - 20,000.00 0.0%
5942130 - Directors Convention & Travel 100.00 100.00 5,000.00 2.0%
Total Administration - Directors 9,865.09 49,225.45 145,500.00 33.83%
Administration Employee Development
5625130 - Meetings & Conferences - 560.00 1,500.00 37.33%
5635130 - Staff Training 56.92 131.92 4,000.00 3.3%
Total Administration Employee Development 56.92 691.92 5,500.00 12.58%
Administration Operations
5514130 - Online Payment Fees 5,371.88 26,155.67 48,000.00 54.49%
5522130 - Bad Debt Write Off - (32.50) 25,000.00 -0.13%
5620130 - Advertising 98.26 497.70 4,000.00 12.44%
5621130 - Printing & Office Supplies 597.04 2,345.84 10,000.00 23.46%
5230130 - Utilities 2,025.83 10,785.76 22,000.00 49.03%
5623130 - Telephone 266.33 1,330.73 5,000.00 26.62%
5624130 - Janitor & Gardener 1,665.00 8,805.00 21,000.00 41.93%
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5626130 - Dues & Memberships

5626130A - BAWSCA Dues

5627130 - Postage

5628130 - General Manager Expenses

5630130 - Insurance

5631130 - Office Bldg. Maintenance & Repairs

5637130 - Billing Software Support

5650130 - Office Equip. Repair & Maintenance

5655130 - Office Equip. Lease & Maintenance

5661130 - Uniforms

5685130 - Water Ed/Community Services

5687130 - Water Conservation

5720130 - Taxes & Assessments

5725130 - Rebate Programs

5730130 - Miscellaneous Expenses

5732130 - License & Certificates

5733130 - Meals & Entertainment

5734130 - Travel & Lodging

5735130 - Employee Rec. Dinner Awards
Total Administration Operations

Administration Profession, Fees
5680130 - Engineering
5681130 - Legal Fees
5682130 - Auditing & Accounting Fees
5683130 - Misc. Professional Fees
Total Administration Profession, Fees

Administration Salaries & Benefits
5111130 - Regular Salary
5112130 - Overtime
5640130 - Payroll Taxes
5641130 - Workers Compensation
5642130 - Health Insurance
5642130A - Retiree's Health Insurance
5643130 - CalPERS Retirement
5644130 - Retiree COLA Benefit
5646130 - Life Insurance
5647130 - Employee Welfare

Total Administration Salaries & Benefits

5800130 - Bond-Debt Service
Total 130 - Administration Expenses

North Coast County Water District
Revenues & Expenses Report

For November 2020

Current Month Y-T-D Total FY 2020-21 % of Y-T-D Total
Nov. '20 Jul. '20 - Nov. '20 Budget to Budget

- 2,500.00 40,000.00 6.25%
- 18,114.00 75,000.00 24.15%
8,962.48 18,973.28 35,000.00 54.21%
- - 2,000.00 0.0%
6,228.30 33,948.72 98,000.00 34.64%
873.57 3,115.01 5,000.00 62.3%
3,946.53 29,709.18 75,000.00 39.61%
501.29 6,773.25 10,000.00 67.73%
647.79 3,390.32 7,500.00 45.2%
- 897.90 1,500.00 59.86%
- - 15,000.00 0.0%
312.00 3,931.60 5,000.00 78.63%
24.34 924.36 3,000.00 30.81%
280.00 1,272.00 10,000.00 12.72%
317.69 1,038.13 2,000.00 51.91%
- 70.00 700.00 10.0%
48.14 402.28 1,000.00 40.23%
- - 500.00 0.0%
- - 1,500.00 0.0%
32,166.47 174,948.23 522,700.00 33.47%
- - 10,000.00 0.0%
2,065.00 22,104.00 70,000.00 31.58%
2,737.00 20,629.00 21,000.00 98.23%
3,808.60 15,991.47 175,000.00 9.14%
8,610.60 58,724.47 276,000.00 21.28%
55,721.87 287,439.85 750,000.00 38.33%
689.07 1,734.89 10,000.00 17.35%
2,950.74 20,941.24 56,000.00 37.4%
3,747.50 18,277.62 50,000.00 36.56%
9,878.52 49,297.63 121,000.00 40.74%
25,965.35 131,870.46 326,000.00 40.45%
54,917.42 283,024.05 597,000.00 47.41%
5,881.84 42,600.44 97,000.00 43.92%
1,117.30 5,628.18 14,000.00 40.2%
15.00 75.00 500.00 15.0%
160,884.61 840,889.36 2,021,500.00 41.6%
10,456.25 52,281.25 121,525.00 43.02%
222,039.94 1,176,760.68 3,092,725.00 38.05%
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120 - Distribution Expenses
Distribution - Operations

5230120 -
5314120 -
5315120 -
5350120 -
5412120 -
5420120 -
5623120 -
5661120 -
5670120 -
5730120 -
5750120 -

Utilities

Other Services - Misc.
Contract Services

Tools & Equipment
Operating Supplies

Inventory

Telephone

Uniforms & Safety Equipment
Distribution Repairs & Maintenance
Misc. Supplies/Expenses
Recycled Water Operations

Total Distribution - Operations

Distribution Salaries & Benefits

5111120 -
5112120 -
5113120 -
5640120 -
5642120 -

Regular Salary
Overtime

Duty

Payroll Taxes
Health Insurance

Total Distribution Salaries & Benefits
Total 120 - Distribution Expenses

110 - Plant Expenses
Plant Operations

5130110 -
5230110 -
5312110 -
5314110 -
5350110 -
5412110 -
5623110 -
5629110 -
5632110 -
5661110 -
5670110 -

Water Purchases - SFPUC
Utilities

Lab

Regulatory Fees

Tools & Equipment
Operating Supplies
Telephone

Vehicle Maintenance

Fuel

Uniforms & Safety Equipment
Plant Repair & Maintenance

Total Plant Operations

North Coast County Water District
Revenues & Expenses Report

For November 2020

Current Month Y-T-D Total FY 2020-21 % of Y-T-D Total
Nov. '20 Jul. '20 - Nov. '20 Budget to Budget

4,033.80 20,425.70 40,000.00 51.06%
400.00 6,224.74 5,000.00 124.5%
- 8,889.09 12,000.00 74.08%
- 6,249.64 5,000.00 124.99%
503.84 1,600.45 4,000.00 40.01%
- 6,173.01 60,000.00 10.29%
1,145.76 5,349.09 13,500.00 39.62%
- 4,622.56 9,000.00 51.36%
11,884.30 44,078.32 45,000.00 97.95%
291.50 1,446.90 3,000.00 48.23%
210.11 3,505.04 7,000.00 50.07%
18,469.31 108,564.54 203,500.00 53.35%
67,191.60 342,467.84 886,000.00 38.65%
2,227.12 8,385.28 30,000.00 27.95%
4,737.04 24,807.96 64,000.00 38.76%
4,984.01 28,663.83 70,000.00 40.95%
14,958.00 75,273.71 197,000.00 38.21%
94,097.77 479,598.62 1,247,000.00 38.46%
112,567.08 588,163.16 1,450,500.00 40.55%
451,469.67 2,007,306.52 5,222,700.00 38.43%
23,896.02 140,523.65 250,000.00 56.21%
5,640.37 11,353.14 20,000.00 56.77%
3,441.84 57,062.13 95,000.00 60.07%
100.00 1,789.36 3,000.00 59.65%
- 24.33 2,500.00 0.97%
137.07 669.67 2,000.00 33.48%
- 3,978.73 20,000.00 19.89%
- 9,580.66 32,000.00 29.94%
353.92 673.35 2,000.00 33.67%
31.34 10,564.98 15,000.00 70.43%
485,070.23 2,243,526.52 5,664,200.00 39.61%
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Plant Salaries & Benefits

5111110 - Regular Salary
5112110 - Overtime
5640110 - Payroll taxes
5642110 - Health Insurance

Total Plant Salaries & Benefits

Total 110 - Plant Expenses

Total Administrative, Distribution & Plant Expenses

Total Operating Expense

Net Operating Income (Loss)

Non-Operating Revenues/(Expenses)

4910 -
4920 -
4930 -
- Gain on Sale of Assets
4980 -
5910 -

4977

Revenue from Leases of Property
Interest Revenues
Taxes and Assessments

Transmission & Storage
Interest Expense

Total Non-Operating Revenues

Net Income (Loss)

North Coast County Water District
Revenues & Expenses Report

For November 2020

Current Month Y-T-D Total FY 2020-21 % of Y-T-D Total
Nov. '20 Jul. '20 - Nov. '20 Budget to Budget

10,865.38 56,529.40 200,000.00 28.27%
- - 700.00 0.0%
831.19 4,541.32 17,000.00 26.71%
1,762.07 7,929.76 45,000.00 17.62%
13,458.64 69,000.48 262,700.00 26.27%
498,528.87 2,312,527.00 5,926,900.00 39.02%
833,135.89 4,077,450.84 10,470,125.00 38.94%
833,135.89 4,077,450.84 10,470,125.00 38.94%
354,550.20 2,155,714.29 2,443,875.00 88.21%
19,147.13 95,735.65 232,000.00 41.27%
3,539.80 32,707.30 120,000.00 27.26%
64,635.86 278,361.97 800,000.00 34.8%
3,350.00 7,700.00 - 100.0%
3,471.00 12,383.00 75,000.00 16.51%
(205.00) (1,065.00) - 100.0%
93,938.79 425,822.92 1,227,000.00 34.7%
448,488.99 2,581,537.21 3,670,875.00 70.33%
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1)

2)

3)

4)

5)

North Coast County Water District
Minutes of the Regular Board of Directors Meeting
November 18, 2020
2400 Francisco Blvd.

Pacifica, CA 94044

DUE TO THE COVID-19 AND IN ACCORDANCE WITH THE
GOVERNOR’S EXECUTIVE ORDERS THAT SUSPEND
PORTIONS OF THE BROWN ACT, THE MEETING WAS
CONDUCTED ENTIRELY VIA TELECONFERENCE CALL.
MEMBERS OF THE PUBLIC WERE NOT PERMITTED
TO ATTEND THE MEETING IN PERSON AND COULD ONLY
PARTICIPATE VIA REMOTE PARTICIPATION ACCESS
BY FOLLOWING THE INSTRUCTIONS GIVEN ON THE AGENDA.
EACH VOTE WAS TAKEN BY ROLL CALL VOTE.

CALL TO ORDER

President De Jarnatt called the Regular Board Meeting to order at 7:00 p.m. at the
District office.

ROLL CALL

Present at Roll Call in the District Office were President DeJarnatt, Director Jack
Burgett, General Manager Adrianne Carr, and Management Analyst Il Stephanie
Dalton.

Also present at Roll Call via teleconference call from their individual remote
locations were Vice President Piccolotti, Director Joshua Cosgrove, Director Ron
Ash, Assistant General Manager Scott Dalton, Attorney Patrick Miyaki, and
Minutes Taker Jean Headley.

There were no members of the public online.

A. Location of Emergency Exits

President DeJarnatt pointed out the emergency exits.
PLEDGE OF ALLEGIANCE
Led by Director Burgett.
PUBLIC COMMENT
None.

APPROVAL OF ORDER OF AGENDA

ON MOTION by Director Burgett, seconded by Director Cosgrove, by the following Roll
Call Vote, the Board unanimously voted to approve the Order of Agenda as submitted:

Director Burgett Aye
Director Cosgrove Aye
Director Ash Aye
Vice President Piccolotti Aye
President DeJarnatt Aye

Motion passed 5-0.
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November 18, 2020 Minutes of the Regular Board of Directors Meeting 1101

6) BOARD COMMUNICATIONS

Director Burgett said that he will be attending a virtual ACWA Board Meeting on
Friday, November 20™.

General Manager Carr announced that the ACWA Fall Conference will take place
on December 2 and 3, 2020, and indicated she would send information to any
Board member who is interested.

7) CONSENT CALENDAR

Overview of District Investments

Financial Statements for October 2020

Minutes of the October 21, 2020 Regular Meeting of the Board
Report on Sale of District Property

October 2020 Leak Report

October 2020 Water Quality Report

October 2020 Hydrological Report

EMMOO®»

ON MOTION by Director Cosgrove, seconded by Director Burgett, by the following Roll
Call Vote, the Board voted to approve the Consent Calendar as amended:

Director Burgett Aye
Director Cosgrove Aye
Director Ash Aye
Vice President Piccolotti Aye
President DeJarnatt Aye

Motion passed 5-0.
8) GENERAL MANAGER’S REPORT
A. New Business

1. Approval of Claims Dated November 18, 2020

ON MOTION by Director Burgett, seconded by President DeJarnatt, by the following
Roll Call Vote, the Board unanimously voted to approve the Claims List dated November
18, 2020 in the amount of $629,935.57:

Director Burgett Aye
Director Cosgrove Aye
Director Ash Aye
Vice President Piccolotti Aye
President DeJarnatt Aye
Motion passed 5-0.
2. General Manager’s Update

e Public Forum Communications

General Manager Carr summarized the Public Forum
Communications portion of the Staff Report.

She and Attorney Miyaki discussed AB 992 regarding Brown
Act rules for social media communications.
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Minutes of the Regular Board of Directors Meeting November 18, 2020

Report by General Manager Regarding the Award of Contract for
Emergency Expenditures for the Emergency Repair of the
District’s 16” Main Transmission Line Located on Copeland Street
at Buel Avenue

General Manager Carr presented pictures of the leak repair and
discussed what each photo depicted. She reported that the project
was completed on time and costs were less than anticipated.

Approval of Amendment to the EKI Environment and Water
Agreement in an Amount Not to Exceed $53,500 for Preparation
of a Groundwater and Recycled Water Planning Study

General Manager Carr summarized the Staff Report and discussed
several slides showing the project. She recommended that the
Board approve the amendment.

ON MOTION by Director Cosgrove, seconded by Vice President Piccolotti, by the
following Roll Call VVote, the Board unanimously voted to authorize the General Manager
to approve an Amendment to the EKI Environment and Water Agreement for Preparation
of a Groundwater and Recycled Water Planning Study in an amount not to exceed

$53,500:

Motion passed 5-0.

5.

Director Burgett Aye
Director Cosgrove Aye
Director Ash Aye
Vice President Piccolotti Aye
President DeJarnatt Aye

Approval of Professional Services Agreement with Brown and
Caldwell to Complete a Risk and Resilience Assessment (RRA) to
Satisfy the American Water Infrastructure Act of 2018 (AWIA)
Requirement, in an Amount Not to Exceed $56,500

General Manager Carr discussed the importance of the Risk and
Resilience Assessment (RRA) and stated it would evaluate the
District’s vulnerabilities, threats and consequences from potential
hazards. She stated that the District would have until June 30, 2021
to complete the assessment in order to comply with the America’s
Water Infrastructure Act of 2018 (AWIA). She summarized the
Staff report and discussed the slides. She responded to questions
and comments from the Board.

ON MOTION by Vice President Piccolotti, seconded by Director Burgett, by the
following Roll Call Vote, the Board voted unanimously to approve a Professional
Services Agreement with Brown and Caldwell to Complete a Risk and Resilience
Assessment (RRA) to Satisfy the American Water Infrastructure Act of 2018 (AWIA)
Requirement, in an amount not to exceed $56,500:

Motion passed 5-0.

Director Burgett Aye
Director Cosgrove Aye
Director Ash Aye
Vice President Piccolotti Aye
President DeJarnatt Aye
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6. Approval of Amendment to Professional Services Agreement with
Brown and Caldwell for the Sheila Tank Replacement Design
Project to Provide CEQA Support in an Amount Not to Exceed
$33,452

General Manager Carr summarized the Staff Report, discussed the
slides about the project, and recommended that the Board authorize
her to execute the Second Amendment to the Professional Services
Agreement with Brown and Caldwell.

ON MOTION by Director Burgett, seconded by Vice President Piccolotti, by the
following Roll Call Vote, the Board unanimously voted to authorize the General Manager
to execute the Second Amendment to Professional Services Agreement with Brown and
Caldwell Consultants for CEQA Support Services for the Sheila Tank Replacement
Design Project in an amount not to exceed $33,452:

Director Burgett Aye
Director Cosgrove Aye
Director Ash Aye
Vice President Piccolotti Aye
President DeJarnatt Aye
Motion passed 5-0.
B. Continued Business
1. Capital Improvement Program and Bond Projects

General Manager Carr presented the October 2020 CIP Monthly
Status Report. She discussed the kickoff of the Francisco Building
Evaluation Project that was approved in September. She said the
Building Committee will be presented with the upcoming next
phase of the design work. She also said that the architect is putting
together an online survey for staff and also one for the Board
members.

9) BAY AREA WATER SUPPLY AND CONSERVATION AGENCY ISSUES

Vice President Piccolotti reported there will be a virtual meeting at 6:30 p.m.
tomorrow.

10) COMMITTEE AND/OR DIRECTORS’ REPORTS ON MEETINGS
ATTENDED

A. Joint Articulation Committee Meeting — October 8, 2020

General Manager Carr indicated that the committee discussed Terri
Deloria, the outgoing Superintendent for the Jefferson Union High School
District who is retiring and was at the meeting. The new Superintendent is
Toni Presta, who has been principal at some Brisbane schools and who has
been working as Treasurer for the Jefferson Union High School District.

General Manager Carr and President DeJarnatt indicated that the
committee gave a report on an affordable workforce housing development
at Serra Monte Del Rey, which would also include shops and retail outlets.
General Manager Carr indicated that the City of Pacifica was also talking
about affordable housing projects.
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12)

13)

14)
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The committee also discussed the Pacifica Tribune being sold to the Half
Moon Bay Review, and it is felt it has already improved the Tribune.

San Mateo County Chapter CSDA Meeting — October 27, 2020

Director Cosgrove reported the highlights from the meeting. He stated the
next meeting will be in January, and they will be choosing a new
president.

ACWA Regions Virtual Event Series

1. ACWA Region 8 — November 3, 2020
2. ACWA Region 5 — November 10, 2020
e Safe Drinking Water Issues Affecting Disadvantaged
Communities
3. ACWA Regions 3 & 6/7 — November 17, 2020

Director Burgett reported on the ACWA Virtual Series he attended, and
gave a presentation regarding issues facing disadvantaged communities in
California who have experienced groundwater contamination. He
discussed the possible solutions that are underway including drinking
water system infrastructure improvements and related actions to meet safe
drinking water standards in these communities.

San Mateo County LAFCo Meeting — November 18, 2020

Director Cosgrove indicated they reviewed a Sphere of Influence update
for the San Mateo Resource Conservation District. This will go before the
commission for formal approval in January. They chose Chair and Vice
Chair for 2020-2021, Warren Slocum and Mike O’Neill, respectively.
They passed a Resolution honoring Rich Garbarino, a council member
from South San Francisco who was on LAFCo but did not get re-elected.

DIRECTORS’ COMMENTS AND/OR AGENDA REQUESTS

None.

CORRESPONDENCE

None.

PUBLIC COMMENT

None.

CLOSED SESSION — Two Items

Attorney Patrick Miyaki adjourned the Board into Closed Session at 7:57 p.m.
Pursuant to California Government Code Section 54957

Threat to Public Services or Facilities
Consultation with District Counsel

Pursuant to Government Code Section 54957
Public Employee Performance Evaluation
Title: General Manager
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15) REPORT ON ACTION TAKEN IN CLOSED SESSION
The Board came back into Open Session at 8:19 p.m. President DelJarnatt
reported that no action was taken in the first closed session and in the second
closed session that the General Manager had been evaluated and that no action
was taken.

16) ADJOURNMENT

President DeJarnatt adjourned the meeting at 8:20 p.m.

Respectfully submitted, Approved:

General Manager Adrianne Carr Anne DelJarnatt, President



NORTEF COAST COUNTY WATELR DISTRICT
Monthly Leak Report

8E

November, 2020

Water Loss Total Staff +
Location Date/Time Response Time* Repair Time** (gallons) People Affected How People Notified Contractors Work-hours*** Leak Description Reimbursable Piping Materials

11/3/20-

R Tank Sit 11/4/20 A . 25,000 North A i 6 Work 16 RT Hrs=

oyce fan : e /41 Planned 16 Hours Pprox. 25, No Homes N/A or mer}fan orkers @ s Crack in 12" ACP Pipe No 1'-12"x18" full circle clamp

(out-flow pipe) 8:00 am - Gallons Fence & Railing 96 RT Hrs
4:00 pm
11/12/20 Approx. 15,000 4 Workers @ 5 RT Hrs =

155 Hilton Way 8:00 am - 15 mins. 5 Hours PProX. 25, 12 Homes Knocked on doors. No N Crack in 6" cast iron pipe No 1-6"x 15" full circle clamp
1:00 pm Gallons 20 RT Hrs

Notes

* Describes the time between when the leak was first reported to the District until the time staff arrived on the scene and started throttling down the leak.

** Estimated time for the duration is measured from the time the District receives the leak report to the time it takes staff to stop the leak. Additional effort is required to complete backfill, site clean-up, complete paveworkerst/concrete
restoration, and/or demobilization, etc.

*** This estimate for work-hours includes mobilization through demobilization of fixing the actual leak (aka total labor-hours).




Monthly Fluoride Monitoring*- November, 2020

8F

Date of Sample

Location of Sample

Fluoride level mg/L

Monitored By

11/02 — 11/08/2020 HTWTP/ SF Jail ** SFPUC

11/04/20 5066 Palmetto Ave. 0.49 NCCWD
11/06/20 Main Pump Station 0.48 NCCWD
11/04/20 332 San Pedro Ave. 0.48 NCCWD
11/04/20 730 St. Lawrence Ct. 0.50 NCCWD
11/09- 11/15/2020 HTWTP/ SF Jail *x SFPUC

11/10/20 5066 Palmetto Ave. 0.44 NCCWD
11/10/20 Main Pump Station 0.42 NCCWD
11/10/20 332 San Pedro Ave. 0.43 NCCWD
11/10/20 730 St. Lawrence Ct. 0.45 NCCWD
11/16 — 11/22/2020 HTWTP/ SF Jail kel SFPUC

11/20/20 5066 Palmetto Ave. 0.44 NCCWD
11/20/20 Main Pump Station 0.58 NCCWD
11/19/20 332 San Pedro Ave. 0.56 NCCWD
11/17/20 730 St. Lawrence Ct. 0.47 NCCWD
11/23 — 11/29/2020 HTWTP/ SF Jail 0.67 SFPUC

11/23/20 5066 Palmetto Ave. 0.44 NCCWD
11/23/20 Main Pump Station 0.45 NCCWD
11/25/20 332 San Pedro Ave. 0.44 NCCWD
11/25/20 730 St. Lawrence Ct. 0.51 NCCWD

*This report summary displays the levels of fluoride reported by San Francisco Public Utilities

Commission (SFPUC) Water Quality Division at the Harry Tracy Water Treatment Plant (HTWTP), as

well as the levels collected at the North Coast County Water District (NCCWD) sample stations
throughout Pacifica. Per the SFPUC Water Quality Department Notifications and Communications Plan:
The control range for the HTWTP is 0.6 mg/L to 1.2 mg/L. The optimal fluoride level for the water
supplied by the SFRWS (San Francisco Regional Water System) is 0.70 mg/L.
** HTWTP out of service as of 10/19/20, back in service 11/23/20
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San Francisco Public Utilities Commission
Hydrological Conditions Report
November 2020

J. Chester, C. Graham, N. Waelty, December 10, 2020

i _’. {
i {
WS

After Repair _ . Before Repair

' , B i

Eleanor Dam impounds Lake Eleanor and was built in 1918 to deliver water to the arIy Intake Powerhouse.
The multiple arch gravity dam is one of the oldest still utilized structures on the Hetch Hetchy Project. As part
of ongoing maintenance, the spillway was repaired in 2020.



System Storage
Current Tuolumne System and Local Bay Area storage conditions are summarized in Table 1.

Table 1
Current System Storage
as of December 1, 2020
Current Storage Maximum Storage Available Capacity Percentage
acre-feet millions of acre-feet millions of acre-feet millions of | of Maximum
gallons gallons gallons Storage

Tuolumne System

Hetch Hetchy Reservoir? 231,492 340,830 109,338 68%
Cherry Reservoir? 192,510 268,810 76,300 2%
Lake Eleanor® 10,297 21,495 11,198 48%
Water Bank 543,619 570,000 26,381 95%
Tuolumne Storage 977,918 1,201,135 223,217 81%
Local Bay Area Storage

Calaveras Reservoir 56,185 18,308 96,824 31,550 40,638 13,242 58%
San Antonio Reservoir 44,673 14,557 50,496 16,454 5,823 1,897 89%
Crystal Springs Reservoir 51,325 16,724 58,377 19,022 7,052 2,298 88%
San Andreas Reservoir 16,362 5,332 18,996 6,190 2,634 858 86%
Pilarcitos Reservoir 1,759 573 2,995 976 1,236 403 59%
Total Local Storage 170,305 55,494 227,688 74,192 57,383 18,698 75%
Total System 1,148,223 1,428,823 289,600 80%

! Maximum Hetch Hetchy Reservoir storage with drum gates deactivated.
2 Maximum Cherry Reservoir storage with flash-boards out.
3 Maximum Lake Eleanor storage with flash-boards out.
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800

Storage (TAF)
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= Total Storage Jan 1 2020 to Dec 1 2020
400 — = Total Storage Jan 1 2019 to Dec 1 2019
Local Reservoirs
200 Cherry Reservoir + Lake Eleanor
Hetch Hetchy Reservoir
Water Bank

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Figure 1: System storage for past 12 months in thousand acre-feet (TAF). Color bands show contributions to total system storage.
Solid black line shows total system storage for the past 12 months. Dashed black line shows total system storage the previous 12
months.



Hetch Hetchy System Precipitation Index

Current Month: The November 2020 six-station precipitation index reported 1.87 inches of precipitation for the month,
which is 45% of the average November. The precipitation index is computed as the average of six Sierra precipitation
stations and is an indicator of the overall basin wetness.

[ Water Year 2021
I Historic Average

| ‘ | | ‘
Dec Jan Feb Mar Apr May

Oct Nov Jun Jul Aug Sep

Six Station Precipitation Index (inches)

Figure 2: Monthly distribution of the six-station precipitation index relative to the monthly precipitation averages. The precipitation
index is computed as the average of six Sierra precipitation stations and is an indicator of the overall basin wetness.

Cumulative Precipitation to Date: As of December 1, the six-station precipitation index for water year (WY) 2021 was
1.87 inches, which is 5% of the average annual water year total. Hetch Hetchy received 1.54 inches of precipitation in
November for a total of 1.54 inches for WY 2021, or 5% of average to-date. The cumulative WY2021 Hetch Hetchy
precipitation is shown in Figure 3 in red.
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Figure 3: Water Year 2021 cumulative precipitation measured at Hetch Hetchy Weather Station. Median cumulative precipitation
measured at Hetch Hetchy Weather Station and example wet and dry years are included with Water Year 2020 for comparison
purposes.
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Tuolumne Basin Unimpaired Inflow
Unimpaired inflow to SFPUC reservoirs and the Tuolumne River at La Grange for November 2020 and the year
to date is summarized below in Table 2.

Table 2
Calculated Reservoir Inflows and Water Available to City
. November 2020 October 1, 2020 through December 1, 2020
* All flows are in
acre-feet Observed Mediant Mean’ Percent Observed Mediant Mean! Percent
Flow of Mean Flow of Mean
Inflow to Hetch 625 6,038 | 13528 5% 625 10442 | 19,966 3%
Hetchy Reservoir
Inflow to Cherry
Reservoir and Lake 248 7,413 15,616 2% 234 11,983 21,190 1%
Eleanor
Tuplumne Riverat 907 20372 | 44,836 2% 7,089 39,873 | 62,508 11%
La Grange
Water AC‘{?;'ab'e to 0 0 12,751 0% 0 0 15,303 0%

'Hydrologic Record: 1919-2015

Hetch Hetchy System Operations

Hetch Hetchy Reservoir power draft and stream releases during the month totaled 24,014 acre-feet. Hetch
Hetchy Reservoir minimum instream release requirements for November and December are 35 cfs. Total
precipitation and inflows for Calendar Year 2020 have resulted in a Water Year Type C (dry) for Hetch Hetchy
Reservoir.

Cherry Reservoir valve and power draft releases totaled 11,189 acre-feet for the month and were used to
maintain seasonal target elevations. The required minimum instream release from Cherry Reservoir for
November was 5 cfs and will remain at that flow through June 2021. Lake Eleanor required minimum instream
release were 5 cfs for November and remain there through March 2021. The Cherry / Eleanor Pumps were off
for all of November and will remain off until inflows to Lake Eleanor increase.

Regional System Treatment Plant Production

The Harry Tracy Water Treatment Plant average production rate for November was 7 MGD. The Sunol Valley
Water Treatment Plant average production for the month was 15 MGD.

Local System Water Delivery

The average November delivery rate was 185 MGD, which is a 14% decrease below the October delivery rate
of 214 MGD.



Local Precipitation

The rainfall summary for November 2020 is presented in Table 3.

Table 3
Precipitation Totals at Three Local Area Reservoirs
October 1, 2020 through December 1,
November
. . 2020
Weather Station Location
Total (inches) Percent of Mean for Total (inches) Percent of Mean for
the Month the Year-To-Date
Pilarcitos Reservoir 2.13 48 % 2.20 34%
Lower Crystal Springs Reservoir 0.97 31% 0.97 21%
Calaveras Reservoir 0.93 36 % 0.93 25%
Snowpack, Water Supply and Planned Water Supply Management
(Figure 4), matching the precipitation to date.

Based on the snow pillows, December 1st snowpack is currently 6% of the annual April 1st peak snowpack

Due to the historically low measured precipitation and cool temperatures, inflows to all upcountry reservoirs
have been very low this fall. Short and medium term forecasts remain dry for the upcountry region. Forecasted
inflows to all upcountry reservoirs are expected to remain low until weather conditions change. Hetch Hetchy
Reservoir storage is expected to continue to decrease as deliveries and stream releases exceed inflows. Water
storage at Cherry Reservoir and Lake Eleanor are slowly declining as instream minimum releases and Holm
Powerhouse power draft exceed inflows. The calculated unimpaired flow at La Grange and the allocation of

flows between the Districts and the City are shown in Figure 4. As of December 1, there has been a total of 0
acre-feet available to the City in Water Year 2021.
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Figure 4: Tuolumne River Basin 10 Station Snow Index (lines), based on real time snow pillow SWE measurements. Also plotted are
the mean monthly manual snow surveys (stars) in the Tuolumne Basin.
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Figure 5: Calculated unimpaired flow at La Grange and the allocation of flows between the Districts and the City.
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NORTH COAST COUNTY WATER DISTRICT

CLAIMS LIST
DECEMBER 16, 2020

9A1

PAYEE A/C NO. DESCRIPTION AMOUNT
1 |Airgas NCN 5730-120  [Monthly Cylinder Lease for Dec. 2020 172.60
Allied Security Alarms 5631-130 [Office Alarm System Monitoring Services from Jan. to Mar. 2021 306.75
3 |AT&T Various Telephone Services for Office/Shop/Pump Stations from 11/04/20 to 12/03/20 590.35 1,448.76
5230-110 [Fiber Internet Services for SCADA from 10/26/20 to 12/10/20 858.41
4 [BAWSCA 5687-130 [Lawn-Be-Gone Application Pre-inspection Reimbursement 312.00
5 |Babcock Laboratories, Inc. 5312-110 [Water Sample Analysis Services 350.00
6 |Baird Trucking Inc. 5670-120 [Transport Dumps for Various Leaks 2,695.00
7 |Bay Area Integration 5683-130 [Disaster Recovery Solution Backups for Dec. 2020 532.00
8 |BFI of California Inc.-OX Mtn. Landfill 5670-120 [Dump Fees for Various Leak Repairs 8,145.49
9 |Brisbane Recycling Co., Inc. 5670-120 [Base Rock for Leak Repairs 675.00
10 [Brown and Caldwell 1117-135 |Sheila Tank Design/CEQA & Project Mgmt. from 09/25/20 to 10/22/20 15,114.96
11 [CA Dept. of Tax & Fee Administration 5314-110 [Water Rights Fees for Period from 07/01/2020 to 06/30/2021 630.84
12 [CSCDA 5683-130 [Annual Fee of the Authority Re: Water/Wastewater Revenue Bonds Series 2012C 806.00
13 |Comcast 5230-130  |Monthly Business Cable & Internet Services from 11/26/20 to 12/25/20 268.90
14 |DataProse LLC 5621-130 |Mailing Services for the Reservoir Summer Fall 2020 1,595.49 5,115.54
5637-130  |Utility Billing & Mailing Services for 11/01/2020 - 11/30/2020 3,520.05
15 |Emile Landscaping 5624-130  |Monthly Gardening Services for Office, Corp Yard, & Medium 400.00
16 [Environmental Resource Associates 5312-110 [Lab Supplies 210.11
17 |Environmental System Research Institute 5314-120 |ArcGIS Desktop Basic Single Use Primary Maintenance from 02/01/2021 to 01/31/2022 400.00
18 [Fechter & Company, CPAs 5682-130 [FY 2019-20 Financial Statement Audit Fieldwork & Financial Statement Preparation 2,737.00
19 [Flyers Energy, LLC 5632-110  |Regular Ethanol Gas 1000 GLS @2.298/GL & Diesel Fuel Dyed Red 275 GLS @2.32/GL 3,629.34
20 [Global Drug & Alcohol Testing 5730-130  |Pre-Employment & Random Drug Testing Services on 08/06/2020 & 10/13/2020 145.20
21 [Hach Company 5312-110 |Lab Supplies 255.45
22 [Hanson Bridgett LLP 5681-130 |Legal Fees for Nov. 2020 2,625.00
23 [Headley Office Services 5683-130 |Preparation of Nov. 18, 2020 Board Meeting Minutes 300.00
24 |KBA Docusys, Inc. 5655-130  |Monthly Canon Copy Machine Rental 647.79
25 [Linda Mar ACE Hardware 5412-120 |Shop & Operating Supplies 74.56 78.92
5621-130 |Office Supplies 4.36
26 [North American Fence & Railing 5670-120 |Removed & Reinstalled Fence for Pipe Line Repair at Royce Tank Site 1,873.60
27 [Occupational Health Centers of CA 5730-130  |Pre-Employment Physical Exam. for New Hire 106.00
28 |PG&E 5230-110 |Gas & Electric Costs for Plant, Office & Distribution 28,194.35
29 [Pacifica Tires & Service Center 5629-110 |Tires Dismount/Mount/Balance Services for Truck #10 749.68
30 [Pump Repair Service Co. 1117-145 [Emergency Repair for Main Station Pump #B 25,096.24
31 [Recology of the Coast 5230-130  |Monthly Garbage & Recycling Collection Services for Dec. 2020 483.48
32 [Roberts & Brune Co. 1117-145  [Materials for Emergency Pipeline Repair 10,196.08
33 [Rogue Web Works, LLC 5683-130 |District's Website Maintenance Services 77.50
34 |Serramonte Ford, Inc. 5629-110 [Auto Parts/Supplies for Trucks #7 & #24 50.39
35 |SFPUC 5130-110 [Water Purchased & Service Charges from 11/06/2020 to 12/08/2020 501,638.00
36 |Shoe Depot, Inc. 5661-120 [Work Boots & Pants for New Hire (Mechanic) 353.92
37 |Squeeky Kleening 5624-130  [Monthly Janitorial Services for Nov. 2020 1,265.00
38 |Staples Credit Plan 5621-130 |Office & Janitorial Supplies 414.49
39 |State Water Resources Control Board 5314-110  [Annual Permit Fee for NPDES Drinking Water Purveyors from 07/01/20 to 06/30/21 2,811.00
40 |U.S. Bank Various See Details Attached 3,001.75
41 |Verizon Wireless 5623-130  [Monthly Wireless Service Charges from 11/17/2020 to 12/16/2020 751.26
42 |VWR International, LLC 5312-110 |Lab Supplies 938.89
43 |Wienhoff Drug Testing 5683-130 |Annual Consortium Membership Fee 480.00
$ 626,484.28

lofl




U.S. BANK NATIONAL ASSOCIATION
Business Card Company Statement
Expenses Breakdown
Billing Date: 11-23-2020

A/C No. Vendor Description Amount
5230-130 |AT&T Monthly Internet Service Charges from 10/05/2020 to 11/04/2020 150.51
5350-110 |Home Depot Shop Tool - Power Cord 15.26
5350-110 |Moss Rubber Shop Tool - Washer for VacCon 84.74
5412-120 |Abadak Tarp Canopy Operating Supplies - Tarp for Rock 296.12
5412-120 |Home Depot Operating Supplies 133.16
5620-130 |Craigslist.Org Job Posting 75.00
5620-130 |Indeed Job Posting 23.26
5621-130 |Amazon.com Office Supplies - 9 Volt Batteries 32.76
5623-120 |American Messaging Pager Rental & Service from 11/01/2020 to 01/31/2021 246.63
5631-130 |1000Bulbs.com LED Light Bulbs for Office & Shop 771.32
5635-130 |Amazon.com Staff Training Material - ArcGIS Pro Book 56.92
5650-130 |Amazon.com Screen Protectors & Cases for iPhone & iPad 128.64
5650-130 |Adobe Acropro Subscription Monthly Service Charge 14.99
5650-130 |Apple.com Online Storage Service 0.99
5650-130 |Intermedia.Net Monthly Spam Mail Screening & Reporting Services 332.67
5650-130 |Logmein.com Online GoToMeeting Business Services 24.00
5670-110 |Amazon.com Materials for Plant Repair & Maintenance - Pressure Gauges 31.34
5670-120 |Costco.com Bottle Water for Leak Repairs 287.60
5670-120 |Round Table Pizza Meal for Leak Repair at Royce Tank Site 81.21
5730-130 |Linda Mar Florist Get Well Flowers for Staff 66.49
5733-130 |Safeway Refreshments for Staff Meeting 48.14
5942-130 |Association of CA Water Agency Virtual Meeting Registration Fees for Director J. Burgett (4 Sessions) 100.00

Total:

3,001.75
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U.S BANCORP SERVICE CENTER
Sl PO Box 6343

NORTH COAST COUNTY WATER DIST

Q¥ Fargo, ND 58125-6343 ACCOUNT NUMBER
4
STATEMENT DATE 11-23-20
TOTAL ACTIVITY § 429.28

Tt T BT L T A O Y T T LY R "MEMO STATEMENT ONLY"
0OCM4R7901 SP 0.560 106481265460508 P DO NOT REMIT PAYMENT

NCCWD
P.0O. BOX 1039
PACIFICA CA 94066-6039

We certify that all purchases listed on this statement, unless annotale to the contrary, are true, correct and for
ofﬁcfﬁl‘ﬁ!sinsw Payment is authorized. S
L

3 P s, et /‘f At
Cardholder ! Date /W) Date
=<

POST  TRAN

DATE  DATE TRANSACTION DESCRIPTION REFERENCE NUMB=R MCC  AMOUNT

1102 10-30 THE HOME DEPOT 2705 REDFORD M| 24943010305010182696203 5200 35.99
PUR ID: SHOP TAX: 3.05

1103 10-30 THE HOME DEPQT 2705 REDFORD M| 24943010305010182696203 5200 35.99CR
PUR ID: 1030066557036 TAX: 0.00

1103 10-30 THE HOME DEPOT #6655 COLMA CA 24943010307010198696203 5200 35.99
PUR ID: SHOP TAX: 3.05 Heitra-1>o

1108 11-05 THE HOME DEPOT #0639 COLMA CA 24943010311010184685718 5200 72.06
PUR ID: SHOP TAX: 6.10 %

1111 11-08 THE HOME DEPOT #0639 COLMA CA 24943010315010189739269 5200 25.11
PUR ID: SHOP TAX: 2.13 ‘v

1116 1114 ABADAK TARP CANOPY 800-838-3057 TX 24622750319501019321638 5998 206.12
PUR ID: 307299 TAX: 0.00 4

Default Accounting Code:

ACCOUNT NUMBER ACCOUNT SUMMARY
CUSTOMER SERVICE CALL
PREVIOUS BALANCE $.00
800-344-5696 STATEMENT DATE| DISPUTED AMOUNT
PURCHASES &
11-23-20 $ .00 OTHER CHARGES $465.27
CASH ADVANCES $.00
SEND BILLING INQUIRIES TO; AMOUNT DUE
$ 0.00 CASH ADVANCE FEE $.00
C/O U.S. BANCORP SERVICE CENTER, INC
U.S. BANK NATIONAL ASSOCIATION DO NOT REMIT
P.O. BOX 6335 CREDITS $3599
FARGO, ND 58125-6335
TOTAL ACTIVITY $429.28

‘OPYRIGHT 2005 U.S. BANK NATIONAL ASSOCIATION PAGE 1 OF 1



[(Bbank.

U.S BANCORP SERVICE CENTER

NORTH COAST COUNTY WATER DIST

% P. O. Box 6343

At Fargo, ND 58125-6343 ACCOUNT NUMBER
STATEMENT DATE 11-23-20
TOTAL ACTIVITY $ 871.32

0 1| E R | COT T | FURRA TR | L T ) | R N LT “MEMO STATEMENT ONLY”
000014577 01 SP 0.560 106481265460506 P DO NOT REMIT PAYMENT

NCCWD

PO BOX 1039

2400 FRANCISCO BLVD
PACIFICA CA 94044-6039

We certify that all purchases listed on this statement, unless ann true, correct and for

official business only. Payment is authorized. _X

Cardholder Date "Approver Date

DATE DATE TRANSACTION DESCRIPTION REFERENCE NUMBER MCC AMOUNT

10-28 10-27 MOSS RUBBER - CA94 205-956-1122 CA 24610430301004038000922 5085 B84.74
PUR iD: NORM / 650-576-15 TAX: 6.60 He3cv-|o

11-11 11-09 THE HOME DEPOT #6655 COLMA CA 24943010315010183403466 5200 15.26
PUR ID: SHOP TAX: 1.29 ity

11-23 11-20 1000BULBS.COM 800-624-4488 TX 24489930326600188758199 5251 771.32
PUR 1D: 000000001479386 TAX: 51.06 _1;‘4:6 Py h-,v/-'

/

Default Accounting Code:

ACCOUNT NUMBER ACCOUNT SUMMARY
CUSTOMER SERVICE CALL
PREVIOUS BALANCE $.00
800-344-5696 STATEMENT DATE| DISPUTED AMOUNT
PURCHASES &
11-23-20 $ .00 OTHER CHARGES $871.32
CASH ADVANCES $.00
SEND BILLING INQUIRIES TO: AMOUNT DUE
$ 0.00 CASH ADVANCE FEE $.00
/0 U.S. BANCORP SERVICE CENTER, INC
U.S. BANK NATIONAL ASSOCIATION DO NOT REMIT
P.O. BOX 6335 CREDITS $.00
FARGO, ND 58125-6335
TOTAL ACTIVITY $871.32

COPYRIGHT 2005 U.S. BANK NATIONAL ASSOCIATION PAGE 1 OF 1



[Ebank.

U.S BANCORP SERVICE CENTER
- P. O. Box 6343
—dpyc Fargo, ND 58125-6343

d T TR R AT B TR AT O PR U L STITTUTE
0NNN14578 01 SP 0.560 106481265460507 P

NCCWD

PO BOX 1039

2600 FRANCISCO BLVD
PACIFICA CA 96044-6039

NORTH COAST COUNTY WATER DIST

ACCOUNT NUMBER

STATEMENT DATE 11-23-20

TOTAL ACTIVITY $ 160.69

"MEMO STATEMENT ONLY”
DO NOT REMIT PAYMENT

We certify that all purchases listed on this statement, unless ang tated to the contrrue' correct and for

official business only. Payment is authorized.

r'd

Cardholder .~ Date
- r | )

TRANSACTION DESCRIPTION REFERENCE NUMBER MCC  AMOUNT

11-04 1102 SAFEWAY #3008 PACIFICA CA 24231680308837000853543 5411 48.14
PUR [D: 00085354 TAX: 0.00 72350

11-05  11-03 1012 ROUND TABLE PIZZA B50-759-7009 CA 24269790309500531237955 = 5812 81.21
PUR ID: 0000013045 TAX: 0.00 BEHqo >

11-10  11-10 AMZN MKTP US*284RT9IG0 AMZN.COM/BILL WA 24692160315100085000035 5942 31.34
PUR ID: 474 TAX: 2.64 e o (10

Default Accounting Code:
ACCOUNT NUMBER ACCOUNT SUMMARY
CUSTOMER SERVICE CALL
PREVIOUS BALANCE $.00
800-344-5696 STATEMENT DATE| DISPUTED AMOUNT
PURCHASES &
11-23-20 $ .00 OTHER CHARGES $160.69
CASH ADVANCES $.00
SEND BILLING INQUIRIES TO: AMOUNT DUE
$ 0.00 CASH ADVANCE FEE $.00
C/0 U.S. BANCORP SERVICE CENTER, INC
U.S. BANK NATIONAL ASSOCIATION DO NOT REMIT
P.O. BOX 6335 CREDITS $.00
FARGO, ND 58125-6335
TOTAL ACTIVITY $160.69

COPYRIGHT 2005 U.S. BANK NATIONAL ASSOCIATION PAGE 1 OF 1



We certify that all purchases listed on this statement, unless annota

(Ebank.

U.S BANCORP SERVICE CENTER
P. O. Box 6343
Fargo, ND 58125-6343

e O e e U
000014580 01 SP 0.560 106481265460509 P
NORTH COAST CWD

2400 FRANCISCO BLVD

PACIFICA CA 94044-2300

official business only. Payment is authorized.

NORTH COAST COUNTY WATER DIST

ACCOUNT NUMBER

STATEMENT DATE

11-23-20

TOTAL ACTIVITY

$ 819.49

"MEMO STATEMENT ONLY~
DO NOT REMIT PAYMENT

contrary, are

Cardholder Date Approler

POST  TRAN

DATE DATE  TRANSACTION DESCRIPTION REFERENCE NUMBER MCC  AMOUNT

10-28  10-27 ATT*BILL PAYMENT 800-288-2020 TX 24692160301100911346764 4814 91.66
PUR ID: 134427129 TAX: 0.00 Hesde-130

11-03 1102 ' AMAZON.COM*2808V3PD0 AMZN.COM/BILL WA  24692160307100960945916 5942 32.76
PUR ID: 113-6320570-15314 TAX: 0.00 né—(, af-|30

11-05  11-04 INTERMEDIA.NET INC 800-379-7729 WA 24493980310026478240085 4814 332.67
PUR ID: 8798746 TAX: 0.00 #fAEGLo-i30

11-08 1106  AMAZON.COM*286987301 AMZN AMZN.COM/BILL 34431060311083328330678 5942 56.92
PUR ID: GIS TAX: 4.82 _#.‘g, 20|30

11411 1110 ATT*BILL PAYMENT 800-288-2020 TX 24692160315100553936405 4814 58.85
PUR ID: 296849201 TAX: 0.00 Eiy30-(30

1118 1117  AMERICAN MESSAGING 888-247-7890 TX 24692160322100413360831 ~ 4814 246.63
PUR ID: 20201116210617007 TAX: 0.00 23] >0

Default Accounting Code:

CUSTOMER SERVICE CALL

ACCOUNT NUMBER

800-344-5696 STATEMENT DATE

11-23-20

DISPUTED AMOUNT

$ 00

SEND BILLING INQUIRIES TO:

C/O U.S. BANCORP SERVICE CENTER, INC
U.S. BANK NATIONAL ASSOCIATION

P.O. BOX 6335

FARGO, ND 58125-6335

AMOUNT DUE

$ 0.00
DO NOT REMIT

ACCOUNT SUMMARY
PREVIOUS BALANCE $.00
OTHER CHARGES $819.49
CASH ADVANCES $.00

ASH ADVANCE FEE $.00
CREDITS $.00
TOTAL ACTIVITY §819.49

COPYRIGHT 2005 U.S. BANK NATIONAL ASSOCIATION

PAGE 1 OF 1



[(Bbank

U.S BANCORP SERVICE CENTER
A P. O. Box 6343

NORTH COAST COUNTY WATER DIST

?."' i Fargo, ND 58125-6343 ACCOUNT NUMBER
STATEMENT DATE 11-23-20
TOTAL ACTIVITY § 720.97

U B Rt T U ST R I L U L “MEMO STATEMENT ONLY”
000019672 01 SP 0.560 106481265465601 P DO NOT REMIT PAYMENT

2400 FRANCISCO BLVD.
PACIFICA CA 940466-2300

We certify ;hﬁ rchases listed on this statement, unless annot
official bu{ ] cﬁ

Il
( . Payment is authorized.
i
Cardnoluén%w\ Date
[
\ }
T B e

TRAN

POST

DATE  DATE TRANSACTION DESCRIPTION REFERENCE NUMBER MCC  AMOUNT

1028 10-28 APPLE.COM/BILL 866-712-7753 CA 24692160302100397032848 5?33 0.99
PUR ID: MSH8F3MBJZa0 TAX: 0.00 FLelo-iso

10-30  10-29 ADOBE ACROPRO SUBS 408-536-6000 CA 24431060303700858359344 5734 14.99
PUR ID: BL1285127646 TAX: 0.00 i

1102 11-01 ASSOCIATION OF CALIFORNI 916-441-4545 CA  24493980306286357300013 9399 100.00
PUR ID: 35780001 TAX: 0.00 4%y (30

1102 11-01 INDEED 203-564-2400 CT 24692160306100410375830 5869 23.26
PUR ID: 137990887 TAX: 0.00 BE>v-1I D

1108 11-02 ASSOCIATICN OF CALIFORNI 916-4/1-4545 CA  24493980307286357000085 9399 375.00
PUR ID: 35790008 TAX: 0.00

11-06  11-05 CRAIGSLIST.ORG 415-399-5200 CA 24692160310100760833655 5969 75.00
PUR ID; 402449284 TAX: 0.00 #Ch>0-(3p

11-08  11-06 LINDA MAR FLORIST PACIFICA CA RFas-|3» 24036280311027011578963 5992 66.49

1117 11-18 ASSOCIATION OF CALIFORNI SACRAMENTO CA  74493980321286357900066 9399 375.00CR
PUR ID: 2675889923 TAX: 0.00

1118 1119 AMZN MKTP US*JD9AJ33F3 AM AMZN.COM/BILL \##431060324083321764720 5942 38.15
PUR ID: 113-9143086-79978 TAX: 3.23 Fefev 20

1120 11-19 AMZN MKTP US*3V7TN6WT3 AM AMZN.COM/BILL 34A31060324083748966395 5942 90.49

PUR ID: 113-9143086-79978 TAX: 7.66

e

Default Accounting Code:

ACCOUNT NUMBER ACCOUNT SUMMARY
CUSTOMER SERVICE CALL
PREVIOUS BALANCE $.00
800-344-5696 STATEMENT DATE| DISPUTED AMOUNT
PURCHASES &
11-23-20 $ .00 OTHER CHARGES $1.095.97
CASH ADVANCES $.00
SEND BILLING INQUIRIES TO: AMOUNT DUE
$ 0.00 CASH ADVANCE FEE $.00
C/0 U.S. BANCORP SERVICE CENTER, INC
U.S. BANK NATIONAL ASSOCIATION DO NOT REMIT
P.O. BOX 6335 CREDITS $375.00
FARGO, ND 58125-6335
TOTAL ACTIVITY $720.97

OPYRIGHT 2005 U.S. BANK NATIONAL ASSOCIATION PAGE 1 OF 2




MEbank.

Account Name;

Company Name: NORTH COAST COUNTY WATER DIST
Account Number: )
Statement Date: 11-23-20

POST TRAN

DATE DATE TRANSACTION DESCRIPTION REFERENCE NUMBER MCC AMOUNT

11-20 11-19 LOGMEIN*GOTOMEETING LOGMEIN.COM MA 24692160324100701167431 5968 24.00
PUR ID: DC782413 050A 4B8 TAX: 0.00 & =[30

11-23 11-20 CQOSTCO DELIVERY 654 800-788-9968 CA

24692160325100275141977 5300 287.60
FE6Fo—1>0

PUR |D: 00000000000000000 TAX: 0.00

COPYRIGHT 2005 U.S. BANK NATIONAL ASSOCIATION

PAGE 2 OF 2
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STAFF REPORT

TO: Board of Directors

FROM:  Adrianne Carr, Ph.D., General Manager
DATE: December 16, 2020

RE: General Manager’s Update

Financial Impacts of the COVID-19 Pandemic on the North Coast County Water District

Water consumption has slightly increased compared with previous years based on sales data between
April 2020 and November 2020. Both residential and multi-unit residential water use during these
months have increased over previous years. Commercial water use has declined since April 2020, likely
due to state and county restrictions impacting the operation of certain businesses (i.e. restaurants,
hotels). Although there has been a slight increase in customers who are not paying their bills, overall
water sales revenue has remained steady and is higher than the amount of revenue assumed in the
adopted FY 20-21 Operating Budget.

District Administration Building: Survey Results

Noll & Tam Architects are currently working on a District Office Replacement Study. Noll & Tam,
along with District staff, have put together a survey to gather “one-way” information from the Board of
Directors on how directors use space at the District Administration building and how directors might use
space at a new building in the future. The results of the survey will be shared during the meeting.

Alternative Water Supplies: Water from Air

The North Coast County Water District (District) provides water to approximately 39,000 residents
through roughly 12,000 potable water connections. The District currently purchases 100% of its potable
water from the San Francisco Public Utilities Commission (SFPUC), which delivers water from the San
Francisco Regional Water System (RWS). While this is a reliable source of water, it is important to the
District to pursue alternative sources to augment supplies, buffer against drought, and potentially
provide a backup supply during an emergency. The District recently began a study investigating
potential groundwater and recycled water supplies. There other potential water sources that also could
be investigated in the future. A presentation will be provided at the Board of Directors meeting that
provides some information about systems that source water from the atmosphere.
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ADRIANNE CARR, PH.D.
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SCOTT DALTON
ASSISTANT GENERAL MANAGER
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Phone (650) 355-3462
Fax (650 355-0735

STAFF REPORT

TO: Board of Directors

FROM: Adrianne Carr, General Manager

DATE: December 16, 2020

RE: Approval of District Response to the Grand Jury Report Dated October 7, 2020

Regarding “Ransomware: It Is Not Enough to Think You Are Protected.”

SUMMARY

On October 7, 2020, the San Mateo County Civil Grand Jury issued a report entitled,
“Ransomware: It Is Not Enough to Think You Are Protected” (attached), which addressed the
risk of ransomware attacks on City and County computer systems and asked the question of
whether or not local governments have implemented adequate measures to mitigate the risk of
attacks and recovery options. It addresses actions that each agency should take in order to protect
themselves against ransomware attacks, recover from an attack and the additional procedures that
can be implemented to reduce the possibility of an attack.

PROPOSED RESPONSE TO RECOMMENDATIONS

The Grand Jury Report contains eight (8) findings and four (4) recommendations addressed to
sixty-eight (68) public entities in San Mateo County. The report directs each of these sixty-eight
(68) public entities to respond to the findings and recommendations. North Coast County Water
District (“District™) is required to respond to the Grand Jury no later than January 5, 2021, and
the response must be approved by the Board of Directors in a public meeting. Proposed
responses are contained in the attached letter now presented for Board review and approval.

District staff takes cybersecurity issues very seriously and engaged the District’s IT Consultants
to prepare the confidential internal report referenced in the Grand Jury report.

RECOMMENDATION
Staff recommends that the Board review and approve the attached response to the San Mateo




County Civil Grand Jury Report Dated October 7, 2020 entilted, “Ransomware: It Is Not Enough
to Think You Are Protected.”

ATTACHMENTS

e Response Letter Grand Jury Report Dated October 7, 2020 Regarding “Ransomware: It Is
Not Enough to Think You Are Protected.”

e Grand Jury Report Dated October 7, 2020 Regarding “Ransomware: It Is Not Enough to
Think You Are Protected.”



December 18, 2020

Honorable Donny Y. Chou
Judge of the Superior Court

c/o Jenarda Dubois

Hall of Justice

400 County Center, 2" Floor
Redwood City, CA 94063-1655

Subject: North Coast County Water District Response to Grand Jury Report:
“Ransomware: It Is Not Enough To Think You Are Protected”

Honorable Donny Y. Chou:

The North Coast County Water District (District) hereby submits its responses to the findings
and recommendations of the Grand Jury regarding its review of the Grand Jury Report:
“Ransomware: It Is Not Enough To Think You Are Protected.” The District's Board of Directors
reviewed the report and approved this response at the December 16 regular Board meeting. The
Grand Jury made eight (8) findings and four (4) recommendations. Each finding and
recommendation will be addressed separately.

Findings

F1. Ransomware is a real and growing threat to public entities including those in San Mateo
County.

The District agrees with the finding.

F2. Across the country, local governments and schools represent 12% of all Ransomware
attacks.

The District agrees that local governments and schools across the country are involved in
Ransomware attacks, however the District does not have sufficient information to know the
percentage of Ransomware attacks that local governments and schools represent.

F3. The direct and indirect costs of Ransomware can be significant.



Hon. Danny Y. Chou
December 18, 2020
Page 2

The District does not have sufficient information to agree or disagree with this finding.

F4. Cybersecurity reviews and assessments, and an updated, well-executed Cybersecurity
plan, are critical components of IT security strategy.

The District agrees with the finding.

F5. A comprehensive Cybersecurity plan should include, at a minimum, information
concerning prevention steps, spam and malware software, and backups and full recovery
testing.

The District agrees with the finding.

F6. The identification of phishing attempts, including the use of spam filters, is an important
component to protecting an IT system from Ransomware attacks.

The District agrees with the finding.

F7. Testing a full restore of a server to ensure that backups are reliable should be undertaken
regularly as part an entity’s backup plan to recover lost information.

The District agrees with the finding.

F8. Training of new employees, and the recurring training of existing employees, is an
important component of defense against Ransomwatre.

The District agrees with the finding.

Recommendations

R1. Each of the governmental entities in San Mateo County with an IT department or IT
function (whether in-house, handled by another government unit or outsourced to a private
enterprise) as listed in Appendix F, should by November 30, 2020, make a request for a report
from their IT organization that addresses the concerns identified in the report, specifically:
1. System Security (Firewalls, Anti-malware/Antivirus software, use of subnets, strong
password policies, updating/patching regularly)
2. Backup & Recovery (In the event of an attack, can you shut down your system quickly?
What is being backed up, how it is being backed up, when are backups run, and where
are the backups being stored? Have backups been tested? Can you fully restore a
Server from a backup?)
3. Prevention (turning on email filtering, setting up message rules to warn users,
providing employee training on phishing and providing a reporting system to flag
suspect content)



Hon. Danny Y. Chou
December 18, 2020
Page 3

The recommendation has been implemented. The District has an outside third-party IT
consultant and, prior to November 30, 2020, requested a report from the IT consultant that
addresses system security, backup and recovery, and prevention.

R2. These confidential internal reports should be provided to the governing body by June 30,
2021. This report should describe what actions have already been taken and which will be
given timely consideration for future enhancements to the existing cybersecurity plan.

Recommendation R2 has not yet been implemented, but will be implemented by June 30, 2021.

R3. Given the results of their internal reports, governmental entities may choose to request
further guidance by means of a Cybersecurity review from the U.S. Department of Homeland
Security and/or a cyber hygiene assessment from the County Controller’s Office.

Recommendation R3 requires further analysis, and will be evaluated upon receipt of the report
from the District's IT consultant. If the District chooses to request further guidance from the
U.S. Department of Homeland Security or the County Controller's Office, it will do so within
two months of receiving the IT consultant's report.

R4. Given the results of their internal reports, governmental entities may choose to ask their
IT departments to review their own Cybersecurity Plan with the detailed template provided by
the FCC’s Cybersecurity Planning Guide and consider customizing it using FCC’s Create
Custom Cybersecurity Planning Guide tool.

Recommendation R4 requires further analysis, and will be evaluated upon receipt of the report
from the District's IT consultant. If the District chooses to request its IT consultant to review the
District's cybersecurity plan with the FCC's Cybersecurity Planning Guide and customizing the
plan using FCC's Create Custom Cybersecurity Planning Guide tool, it will do so within two
months of receiving the IT consultant's report.

The District appreciates this opportunity to respond to the Grand Jury report on the Ransomware
attacks and the importance of cybersecurity. Should you require any additional information
please do not hesitate to contact Adrianne Carr, General Manager at (650) 355-3462 or at
acarr@nccwd.com.

Sincerely,

Anne Delarnatt, President
Board of Directors
North Coast County Water District

cc: Board of Directors
Adrianne Carr, General Manager


mailto:acarr@nccwd.com
mailto:acarr@nccwd.com

Superior Court of California, County of San Mateo

Hall of Justice and Records
400 County Center
Redwood City, CA 94063-1655

NEAL TANIGUCHI (650) 261-5066
COURT EXECUTIVE OFFICER FAX (650) 261-5147
CLERK & JURY COMMISSIONER www.sanmateocourt.org

October 7, 2020

Governing Board (0T 12
North Coast County Water District

2400 Francisco Boulevard
Pacifica, CA 94044

Re: Grand Jury Report: “Ransomware: It Is Not Enough To Think You Are Protected”
Dear Governing Board:

The 2019-2020 Grand Jury filed a report on October 7, 2020 which contains findings and recommendations
pertaining to your agency. Your agency must submit comments, within 90 days, to the Hon. Danny Y.
Chou. Your agency’s response is due no later than January 5,2021. Please note that the response should
indicate that it was approved by your governing body at a public meeting.

For all findings, your responding agency shall indicate one of the following:
1. The respondent agrees with the finding.

2. The respondent disagrees wholly or partially with the finding, in which case the response shall
specify the portion of the finding that is disputed and shall include an explanation of the reasons
therefore.

Additionally, as to each Grand Jury recommendation, your responding agency shall report one of the
following actions:

1. The recommendation has been implemented, with a summary regarding the implemented
action.

2. The recommendation has not yet been implemented, but will be implemented in the future,
with a time frame for implementation.

3. The recommendation requires further analysis, with an explanation and the scope and
parameters of an analysis or study, and a time frame for the matter to be prepared for
discussion by the officer or director of the agency or department being investigated or
reviewed, including the governing body of the public agency when applicable. This time
frame shall not exceed six months from the date of publication of the Grand Jury report.

4. The recommendation will not be implemented because it is not warranted or reasonable, with
an explanation therefore.



Please submit your responses in all of the following ways:

1. Responses to be placed on file with the Clerk of the Court by the Court Executive Office.
e Prepare original on your agency’s letterhead, indicate the date of the public meeting
that your governing body approved the response address and mail to Judge Chou.

Hon. Danny Y. Chou
Judge of the Superior Court
c/o Jenarda Dubois
Hall of Justice
400 County Center; 8" Floor
Redwood City, CA 94063-165S5.

2. Responses to be placed at the Grand Jury website.

e Copy response and send by e-mail to: grandjury@sanmateocourt.org. (Insert agency

name if it is not indicated at the top of your response.)

3. Responses to be placed with the clerk of your agency.

e File a copy of the response directly with the clerk of your agency. Do not send this

copy to the Court.

For up to 45 days after the end of the term, the foreperson and the foreperson’s designees are available to

clarify the recommendations of the report. To reach the foreperson, please call the Grand Jury Clerk at
(650) 261-5066.

If you have any questions regarding these procedures, please do not hesitate to contact Paul Okada, Chief
Deputy County Counsel, at (650) 363-4761.

Very truly yours,
Neal Taniguchi

Court Executive Officer

Enclosure

cc: Hon. Danny Y. Chou
Paul Okada



Ransomware:
It Is Not Enough To Think You Are Protected

Issue | Summary | Glossary | Background | Discussion | Findings
Recommendations | Methodology | Bibliography | Appendixes | Responses

ISSUE

City and county government computer systems are at risk of Ransomware attacks. Are adequate
measures being taken by local government agencies to mitigate the risks and provide recovery
options?

SUMMARY

Ransomware has already hit many governmental Information Technology (IT) systems in San
Mateo County. In December 2019 the Grand Jury sent an online survey to all 68 public entities
in San Mateo County,! received 37 survey responses (a 54% response rate), and interviewed
several responders including one IT Manager (who had refused to respond to the survey for fear
of being successfully attacked once again), for a total of 38 responses via survey and interview.
More than 25% (10 of 38) of the public entities responding to the Grand Jury reported that they
have been a victim of one or more Ransomware attacks. More concerning is the certainty that
there will be more attempts to violate the integrity of our local governments’ electronic
infrastructure.

This report is intended to present “best practices” in developing a Cybersecurity strategy, then
implementing and testing that plan. It addresses actions that can be taken (and have been taken,
in some cases) in order to guard against Ransomware attacks, recover from an attack and the
additional measures that can be taken to reduce the possibility of an attack. However, it is not an
exposé with details of potential system weaknesses, in light of the need for Cybersecurity
strategies and practices to be highly confidential. As such, this report walks the line between
providing an informed discussion of potential concerns without providing a road map of how to
breach public government IT systems.

The single largest exposure every organization has to cyber-thieves is phishing, the illegal
practice of sending legitimate-looking emails to an organization’s employees. These emails may
contain malware or links that, when clicked, infect the computer with a virus that can spread to
the entire information systems network.

Although many email software programs include some level of protection against Ransomware
attacks, such protections require customization and activation, and it is not clear that local public

1 See Appendix F: Public Entities in San Mateo County (Cities, County, School Districts, Special Districts)

2019-2020 San Mateo County Civil Grand Jury 1



entity IT departments are undertaking these necessary customization and activation steps. In
addition, training for new employees and recurring training for existing employees is critical to
dramatically reducing the probability of a Ransomware infection. In some agencies, it appears
that only limited training is provided for new employees with little or no recurring training
provided for current employees.2

Ransomware and other malware attacks are a test to an organization’s backup and restoration
procedures.3 The Grand Jury found that none of the survey responders has actually performed a
full restore as a test of their backup process. However, without adequate testing, backups do not
provide sufficient protection.

Rigorous preparation for an attack is essential if fast and full recovery is desired and the payment
of a ransom is to be avoided. There are several significant steps that local public entities should
take to improve their defenses, their ability to detect incursions, and their responses to
Ransomware attacks. These steps include:
e Using firewalls to protect internal environments from breaches;
e Using malware detection software to monitor incoming emails and network activity;
e Ensuring that users are educated and tested to learn what to watch for and avoid,
especially in emails;
e Developing and fully testing a thorough backup and restore strategy to enable a complete
recovery from an attack;
e Putting in place internal controls such as subnets, which require departmental
authorization to access other department’s data or programs.

In addition, cloud hosting should be considered for email and certain applications to reduce the
success of Malware and Ransomware attacks on information systems infrastructure.

While all attacks are malicious in terms of time and potential data loss, in the case of
Ransomware (or worse, Ransomware 2.0 that also infects backup data) the financial cost of
paying the ransom in order to remove the infection and restore a data system can be significant.
Alternatively, if the decision is to not pay the ransom but to attempt to recover from the infection
manually, the direct and indirect costs could be considerably more.

This report is directed to the governing bodies of government entities in San Mateo County
urging them to have their IT staff confidentially and urgently assess their respective Ransomware
protection strategies and training and then move with all deliberate speed to address any
shortcomings in their Cybersecurity programs.

GLOSSARY
CLOUD COMPUTING

Cloud computing is the delivery of on-demand computing services -- from applications to
storage and processing power -- typically over the internet and on a pay-as-you-go basis. Rather

2 Grand Jury interviews
3 Epicor Corporation, Protecting Yourself From Ransomware, January 2020

2019-2020 San Mateo County Civil Grand Jury 2



than owning their own computing infrastructure or data centers, companies can rent access to
anything from applications to storage from a cloud service provider.4 Some examples of this are
Yahoo Mail, services like Google Docs, and customer relationship management software.>

CYBERSECURITY

Cybersecurity refers to the body of technologies, processes, and practices designed to protect
networks, devices, programs, and data from attack, damage, or unauthorized access.6
Cybersecurity is a combination of secure systems (hardware and software) built into technology
as well as human intervention, monitoring, training, awareness, and recovery.

ENCRYPTION

The process of locking out the contents of a file and the renaming of the file such that it cannot
be opened and used in the intended application (e.g. Microsoft Excel). Typically, a 128 Bit (or
larger) encryption key (a long series of letters and numbers) is used first to encrypt then later to
un-encrypt a file.

MALWARE

Short for “malicious software,” this software is designed specifically to damage or disrupt
computer systems. Not all malware is Ransomware because some malware has no related
attempt to extort money.

PHISHING

The illegal practice of sending email claiming to be from reputable companies to induce
individuals to reveal personal information or click on website links or open attachments that then
install malware.

RANSOMWARE

Ransomware can be simply described as an infection on a host machine that prevents access to
data until a ransom is paid. The most common method of infection is to encrypt files making
them totally unreadable by a user. The infection is usually delivered by a Trojan Horse (a term
referring to the misleading of users of its true intent) installed when a user clicks on a malicious
link or attachment in an email.

RANSOMWARE 2.0

This newer version of Ransomware no longer is just malware that encrypts data and asks for
ransom, the attacker also threatens to release the data onto the internet and demands money in
order not to do so. This newer Ransomware works in such a way that even backup copies of
most important files will not be able to save an infected organization.” By planting the malware
but delaying its activation, Ransomware 2.0 can infect backups thus defeating their value.

4 https://www.zdnet.com/article/what-is-cloud-computing-everything-you-need-to-know-from-public-and-private-
cloud-to-software-as-a/

5 pearson Education, Ubuntu Unleashed 2015 Edition: Covering 14.10 and 15.04, page 655
6 https://digitalguardian.com/blog/what-cyber-security
7 https://www.itproportal.com/news/welcome-to-the-era-of-ransomware-20/
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BACKGROUND

Ransomware is a real and serious threat to every entity: government organizations, corporations,
and individuals. The more dependence an organization has on the software and data in its
network(s), the more important the concern should be. Loss of access to mission-critical data,
systems, and software can severely impact an organization in both the short and long term.

According to an October 2019 report by the National League of Cities, since 2013, Ransomware
attacks have been reported by at least 170 county, city or state government entities across the
United States.8 The actual number is likely to be much higher because it represents only those
attacks that have been reported. Many infections go unreported when ransoms are paid,® when
organizations are seeking to avoid embarrassment, or when the attacks were simply undetected
or untraceable.10 This has been true even in San Mateo County where local public governing
entities have had Ransomware attacks that were not publicly reported.1!

Not only do such data breaches embarrass and slow organizational productivity, they can be very
expensive. For example, the MIT Technical Review (2019) asserts: “Ransomware may have cost
the U.S. more than $7.5 billion in 2019... the victims were 113 governments and agencies, 764
health-care providers, and up to 1,233 individual schools affected by Ransomware attacks...most
local governments do a poor job of practicing Cybersecurity.”12 The cost to the city of Atlanta to
recover from its Ransomware breach was estimated at $17 million.23 Similarly, a recent
Baltimore Ransomware breach is estimated to have cost over $18 million.14 In 2020, the UC San
Francisco School of Medicine paid $1.14 million in ransom to recover its own data.’> These are
large cities and entities and although the ransom amounts they paid may not represent the
expenses a San Mateo County public organization could incur, they provide examples of the
severity of the potential threat and the enormous costs.

Specifically, the costs of a Ransomware attack could include some or all of the following:16
e Direct Costs:
o Paying the ransom to obtain an encryption key and hoping that it works;

8 National League of Cities report, Protecting Our Data: What Cities Should Know About Cybersecurity. Forward
by Clarence Anthony, CEO and Executive Director.

9 https://healthitsecurity.com/news/as-ransomware-attacks-increase-dhs-alerts-to-Cybersecurity-insights

10 Sheehan, Patrick, Ohio Emergency Management Agency, Cascading Effects of Cyber Security on Ohio,
September 19, 2012

11 Grand Jury survey responses
2miT Technology Review, Ransomware may have cost the US more than $7.5 billion in 2019, January 2, 2020

13 The Atlanta Journal- Constitution, Stephen Deere. Confidential Report: Atlanta’s cyber attack could cost
taxpayers $17 million. August 2018.

14 Baltimore Sun, lan Duncan, Baltimore estimated cost of ransomware attack at $18.2 million as government
begins to restore email accounts. May 29, 2019.

15 San Jose Mercury News, David Wu, “UCSF pays $1.14 million ransom to recover data”, July 4, 2020
16 https://www.sentinelone.com/blog/what-is-the-true-cost-of-a-ransomware-attack-6-factors-to-consider/
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o Expenditures for outside IT professionals and new systems providers to plan and
implement improved breach security based on new Ransomware strategies;

o Paying for enrollments in credit reporting bureaus to stop or correct identity thefts
(from the release of previously confidential or secure personal information) for
client/customers.

o Replacing hardware and/or software.

e Indirect Costs:

o Operations efforts to restore systems and data;

o Organizational downtime as well as employee overtime;

o Reputation loss including negative public relations and loss of confidence by the
organizations’ constituents;

o Liabilities for legal costs, including defense of lawsuits for breach of private and
confidential information and poor handling of personal data.

According to the Coveware Report,1” the median ransom payment in the first quarter of 2020
was $44,021. This was an increase of roughly 10% over the last quarter of 2019. Public sector
entities represented 12% of attacks, about half of which were school systems. The average days
of downtime was 15 representing an alarming number of days of inability to service
constituents.’® This underlines an urgent need to understand and evaluate current local
governments’ Cybersecurity strategies.

The discussion that follows is intended to encourage local public agencies and their IT staff to
confidentially evaluate their respective Cybersecurity plans, software and prevention strategies.
Since data and systems security are essential to the operation of every public entity in the
County, the discussion will not present a specific road map for potential Ransomware-prevention
actions but rather establish a “best practice model” that will enhance understanding of the
elements essential for an adequate protection plan.

DISCUSSION

In December 2019, the Grand Jury developed an online survey that was sent to all 68 public
entities in San Mateo County.?® Responses were received from 37 of the entities (a 54%
response rate). Additionally, follow-up interviews were conducted with three local public IT
Managers, one of whom had refused to complete the online survey for fear of disclosing
confidential information that could lead to a successful malware or Ransomware attack. These
interviewees were questioned regarding the adequacy of Cybersecurity planning and execution.
Following a general analysis of local government practices, this report concludes with a review
of Cybersecurity best practices which local agencies should consider adopting.

Two Ransomware Attacks Derailed: Best Practices in Action

17 https://www.coveware.com/blog/q1-2020-ransomware-marketplace-report
18 https://www.msspalert.com/Cybersecurity-research/average-ransomware-payment-rises-again-research/
19 Appendix F
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In order to better understand how to successfully defeat a Ransomware attack, the Grand Jury
interviewed an IT Manager of a private enterprise that was attacked twice by Ransomware and
was able to fully restore the environment and re-establish workflow within just a few hours.

Given the usual secrecy involved in most malware incursions, the following description of this
IT manager’s actual experience is instructive since it offers an example of “best practices” that
can guide others anticipating or facing a Ransomware threat.20

This organization suffered two serious breaches less than two months apart and successfully
recovered both times. In the first breach, within 45 minutes of a user clicking on an email
attachment, the Crypto virus had spread to 12 of the organization’s 23 servers. The IT Manager
was alerted to the problem both by the user whose PC was locked with the Ransomware demand
on his screen and an auto alert from the network scanning software that reported unusual activity.

The IT Manager’s first action was to rapidly shut down the entire server network. This of course
stopped the spread of the virus, but also prevented users from performing their jobs. Fortunately,
their backup strategy implementation worked well as they were able to fully recover within
hours.

The major components of the protection strategy employed included:

e Separating the network into discrete departments or segments (creating subnets) which
restricted individuals’ access to only servers containing their department’s software and
network storage. This limited the spreading of the virus across various departments
within the organization. The analogy is a modern ship with rooms and decks that can be
completely closed off from each other in the event of a fire or explosion.

e Taking snapshots (copies) of their Storage Area Network (SAN) twice a day.

e Completing full nightly backups of their SQL databases and incremental backups of the
databases at five-minute intervals.

e Performing server backups with a commercial external backup appliance and/or service.
See Appendix D for examples of companies in this market.2!

e Regularly testing the restore process to ensure the successful recovery of critical server
hardware. Without testing, there is no assurance that the Cybersecurity plan will work.
Moreover, even if it works once, that is no assurance it will work again, without periodic
re-testing.

e Conducting weekly backups of critical personnel’s full PC hard drives.

e Use the “3-2-1 strategy”22: do three backups into two different media including one
offsite.

Having all of these Cybersecurity plan components was a good start but it took much more to
affect a recovery. First a commercial Virus Removal Software Tool was used which did not
work (in this case). Therefore, the IT team used the snapshot copies to replace corrupted data on

20 Grand Jury Interview

21 These services include onsite and offsite backup and recovery services which are usually located outside the
immediate locale.

22 Management Wire, The 3-2-1 Backup Rule and Effective Cybersecurity Strategy, January 7, 2020.
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infected server units followed by the application of the incremental backups of the database to
complete the restore.

This detailed example represents a well thought out and highly prepared plan, executed with
precision. The first breach resulted in 4% hours of downtime as 12 servers were infected. The
second breach resulted in 6 %2 hours of downtime to recover 19 affected servers. The IT team
was able to recover the servers and their data both times, become fully operational within hours,
and the organization did not pay any ransom demands.

Grand Jury Cybersecurity Survey and Follow-up Interviews

Survey question:23 “Has your Organization had a Ransomware attack? Specifically, has there
been an instance or multiple instances when an attack has locked up a computer or computers
and presented a demand for ransom to unlock the infection?”

Nine survey responders and one non-survey responder interviewee, a total of 10 of 38 (37
responders to the online survey and one non-survey responder) affirmed an attack had occurred
or had possibly occurred in their organization, a 26% “hit” rate. The circumstances of their
attacks were reviewed.24 The non-survey interviewee was the IT manager from a public entity in
the County who was unwilling to complete the survey because they did not want to reveal that
their organization had been subject to “one or more” Ransomware attacks. Nor were they
willing to disclose how successful the Ransomware attack(s) were for fear that they would open
themselves up to more attacks.

Survey Question:2>
“Is your Information Systems Budget adequate to secure your network properly from malicious
attack?”

Thirty-two of the 37 survey respondents, or 86%, answered Yes to this question. This high
percentage of “Yes” responses either indicates a high level of confidence in their defense setup, a
reluctance to complain about their IT budget, or as two of our follow-up interviewees revealed?,
a lack of understanding of the complexity of a well-written, well-executed Cybersecurity Plan.2?
Suggesting the latter, The National League of Cities conducted a similar survey of 165 city
governments nationwide and asked the same question, (“Is your budget adequate enough to
secure your network properly? ”): 67% replied “No”. 28

Investigation Results Regarding Backup/Restore/Maintenance
The Grand Jury survey and follow-up interviews revealed that, while many local agencies have
backup plans,2® only a portion of those same agencies had successfully recovered lost files from

23 Appendix A — Question #1

24 Grand Jury Interview

25 Appendix A — Question #2

26 Grand Jury Interviews

27 Federal Communications Commission, Cyber Security Planning Guide, October 2012.

28 National League of Cities report, Protecting Our Data: What Cities Should Know About Cybersecurity, page 8
29 Appendix A — Question #3

2019-2020 San Mateo County Civil Grand Jury 7



backups and none of the survey responders had ever done a full restore of a server.30 When an
attack occurs with inadequate backup processes in place, there is no way to recover. Moreover, a
proactive and well-thought-out business continuity plan is something that all system and data
administrators must embrace.

What is a good backup strategy? Certain applications provide the ability within the applications
themselves to set up different types of backups and schedule them to be performed
automatically. A good example of this is SQL.3 Using a SQL-based approach, both nightly full
database backups can be scheduled as well as intermittent transaction log backups (which
capture activity during small time increments), so that a recovery could be completed with
virtually no loss of data. These backups should then be stored according to the 3-2-1 backup
rule32 whereby three copies or versions are taken, stored on two different media, one of which is
offsite. Operating systems and third-party vendors offer a multitude of backup solutions for
servers. Snapshots or image backups3? provide the most complete backup and the fastest restore
option.34

Raj Samani, Chief Technology Officer for Europe at Intel Security captures the importance of a
complete backup strategy, “Most Ransomware attacks can be avoided through good cyber
hygiene and effective, regular data backups that are continually tested to ensure they can be
restored if needed.”3

As this discussion shows, the technology to prevent and if necessary, correct, the impact of a
malware attack is available. Local government agencies must be pro-active and vigilant in using
such to protect their data and their businesses.

Investigation Results Regarding Employee Training

Education is the best defense. “Preventing infection is far easier than correcting the situation as
most of the infections are acquired either from a socially engineered email (one that appears
reputable or from a familiar source), or from visiting an infected website, so controlling risk on
your side is the easiest method.”’36

Answers to Survey Question #5 provide strong evidence for the need for the governing boards to
review with their IT managers their defenses against cyberthreats: “Do you provide training to
employees regarding malware?” 12 responded with a non-qualified “Yes”. Nine responded
“No” (24%) and 16 responded with a qualified “Yes” (42%) and described their training as

30 Appendix A — Question #4

31 structured Query Language (SQL) is a programming language

32 Management Wire, The 3-2-1 Backup Rule and Effective Cybersecurity Strategy, January 7, 2020.
33 Image backup consists of block by block storing of the contents of a hard drive

34 https:\Wwww.lthow.com/file-backup-vs-image-backup-which-is-best/

35 Zerto, Raj Samani, Ransomware — Mitigating the Threat of Cyber Attacks, 2019

36 Epicor, Protecting Yourself from Ransomware, January 2020
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needing improvements.3” As one survey responder commented, “The answer is yes, but a lot
more needs to be done.”

Cybersecurity training is a well-established industry — providing a focused set of classes and
materials designed to reduce users’ clicks on harmful links and attachments. Security training,
awareness, and assessment should be a routine part of the Cybersecurity strategy in government.
Deploying such a program covers the education, training and testing of employees to recognize,
delete and report attempted attacks. Studies show these programs reduce but do not eliminate
user error.

Government Technology magazine captured it best in their cover story entitled “In the quest to
guard against cyberthreats, can we solve the people problem? The Weakest Link.”38 The article
concluded that even with the best training programs and defenses, the human element may never
be completely overcome.3® This is precisely why recurring training and user testing is
encouraged by best practices.

Handling Incoming Emails — Phishing Defenses

In a worldwide survey of Managed IT Service Providers (MSP’s) in 2019, “67% of Ransomware
attacks originated from a phishing or spam email...the easiest method of delivery and man does
it pay off.”40 The greatest threats take advantage of users “within” the network, i.e., users who
click on malicious links or open email attachments that contain viruses or make other mistakes
that allow hackers to gain access to the entity’s system or network. Trend Micro estimates that
the vast majority of all attacks occur when a user clicks on something they should not.41

There are different ways to help the user community recognize and protect against a phishing
attack. Most network environments utilize spam filters to automatically filter incoming
messages. Spam filters are used to detect unsolicited, unwanted, and virus-infested email and
stop it from getting into email inboxes.4? “Additionally, malware detection software can also be
highly successful in reducing the risk of Ransomware but the anti-malware definitions (a
database of known infectious code) need to be constantly updated...which takes effort and time
but represents the single most effective defensive strategy.”3

Message rules can be used to flag external emails and thereby decrease the probability that a user
clicks on bad content. An administrator can set up message rules on a users’ client or the email
server. An example of a message rule might be if the sending organization includes
@smithco.com in the sender’s address, the message is automatically moved the incoming
message into a personal folder called “Smith Company.” A better example would be a rule that

37 Grand Jury Survey responses

38 Government Technology Magazine, Adam Stone, The Weakest Link, Oct/Nov 2018

39 1bid

40 vadeSecure — Predictive Email Defense, Ransomware Attacks: Why Email is still the #1 Delivery Method”,
January 16, 2020

41 https://blog.trendmicro.com/online-phishing-how-to-stay-out-of-the-hackers-nets/
42 https://www.mailchannels.com/what-is-spam-filtering/
43 Epicor, Protecting Yourself from Ransomware”, January 2020
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flags all external emails (not from the host’s domain) and warns about the threats of clicking on
attachments or weblinks. An example of this visual potential threat message rule is displayed in
Appendix C.

Message rules can be very powerful to alert users of potential threats or to be careful about what
they might click on and endanger their system. Some of the vendors listed in Appendix B also
can “report” a suspected phishing attempt to an IT administrator. The Grand Jury’s review
revealed that some of the Information Technology Services departments for local public entities
have installed message rules on their email servers to notify users of external emails.#4 This is a
“best practice” which all local governmental agencies should consider.

Phishing emails are easy to create, as they do not take a high level of skill to provide the illusion
of legitimacy by mimicking web-site brands or using logos from Google images. They can also
easily spoof (fake) an email address to look like a trusted source.4> It can often be very difficult
to catch these risky emails, as the spoofed emails are cleverly disguised. A YouTube video
created by Cisco Systems illustrates the sophisticated approach a phishing email may take —
“Anatomy of an Attack”.46 It shows an attacker constructing a realistic identity deception email
and can be viewed at https://www.youtube.com/watch?v=4gR562GW7TI After you watch this
video please note, had an email filter caught this message and flagged it as external and warned
about clicking on links, the deception may have been caught.

What Does Excellent Cyber Defense Look Like?

Survey Question4”: “What defenses do you currently employ to block malware? Please be
specific. (Firewall brand/model, Software filters/spam blocker, etc.) ”

Five survey responders did not divulge the infrastructure of their environment. 17 responders
provided abbreviated details indicating they do have Cybersecurity protections in place. The
remaining 15 responses were explicit about their organizations’ hardware and software defense
strategies. Below is a survey response that illustrates a well-protected environment using some
of the best practices of Cybersecurity:

“At the first layer, we use a PAN 220 Firewall with all subscriptions enabled, (URL Filtering,
Antivirus/Vulnerability, Wildfire, etc.), block all international countries both in and outbound.
Once traffic is passed for email, it passes through a Barracuda spam filter, filtering and scanning
phishing and virus emails, checks with External Reputation servers for known virus and
spamming servers, then passes to an on-premise exchange server. The exchange servers have
another layer installed, Symantec Antivirus, giving a third layer of scanning. All servers and
workstations have the latest version of the antivirus installed controlled by a centralized server.
Window patches are applied on a monthly basis to all servers and workstations, and servers are
retired once Microsoft ends support for an operating system.” 48

44 Grand Jury interviews

45 Ibid

46 cisco Systems, Ransomware - Anatomy of an Attack, https://www.youtube.com/watch?v=4gR562GW7T]
47 Appendix A - Question #6

48 Grand Jury Survey response
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The survey respondent’s best practices:
e Filtering incoming email for viruses, malware, and phishing attempts;
e Utilizing protection software from multiple vendors;
e Utilizing multiple layers of defense;
e Keeping systems up-to date.

Breaches and attacks that manage to extract data (Ransomware 2.0) expose additional risks to
sensitive information. Security professionals point out additional options for securing
organizational data:4°
e Use Subnets®0 to section out servers with separate security permissions and limited
access;
Disable and block unused services, protocols and ports;
Perform Backup & Recovery (focus on full testing of recovery);
Strengthen the password policy (long, complex, with expiration dates);
Employ 2-factor authentication (password then keycode) for external user access.5!
Install Anti-malware / Antivirus software on all machines and keep current (update at
least monthly);
e Update at least monthly, patches for operating systems, firewalls, spam filters, malware,
and other key applications;
e Perform monitoring and auditing of failed logins, password changes, resource usage, and
services stopping.

Local public entities can get assistance from The Federal Communications Commission’s (FCC)
Cyber Security Planning Guide that includes a customized Cyber Security Planning Tool to craft
and execute a customizable Cybersecurity plan.52 As their introduction explains, “data security
is crucial ... customer and client information, payment information, personal files, bank account
details ... all of this information is often impossible to replace if lost and dangerous in the hands
of criminals... losing (your data) to hackers or malware infection can have far graver
consequences.”s3 Public entities should take advantage of this Guide in reviewing the current
status of their own data system security.

When answering questions of respondents via email it was found that some already use cloud
hosting for email.>* During the interviews it was further uncovered that a school IT manager is
considering additional cloud hosting of one or more of their applications. Cloud providers are
able to provide layers of protection for a customer’s network and software, as well as creating a
segregation between their network and their customers. A cloud provider will patch and

49 Government Technology Magazine, Adam Stone, The Weakest Link, Oct/Nov 2018
50 https://searchnetworking.techtarget.com/tutorial/Protocols-Lesson-6-1P-subnetting-The-basic-concepts

51 The County’s Office of the Assessor-County Clerk-Recorder and Elections has already instituted 2-factor
authentication. 2018-2019 Grand Jury Report — Security of Election Announcements.

52 Federal Communications Commission, Cyber Security Planning Guide
https://transition.fcc.gov/cyber/cyberplanner.pdf and FCC Cyber Security Planner (customizable)
https://www.fcc.gov/cyberplanner

53 |pid, page PDS-1
54 eMails received from public domain accounts
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maintain current software versions, leverage security and malware and have a dedicated security
team (24x7x365) that is responsible for staying on top of the security risks.5®

Conclusions

Grand Jury survey results and in-depth interviews determined that some local government
agencies have Cybersecurity strategies in place. For them, this report is asking those IT
departments to re-challenge the sufficiency of their employee training, the regular (full) testing
of their defense strategies and the adequacy/age of their Cybersecurity strategy including
consideration of cloud hosting. For the rest, this is a good time to complete a review and see
what additional measures can be taken to beef up their IT security using the information
provided in this report as a guide. The biggest trap is believing that a malware attack, or in the
worst case a Ransomware attack, is unlikely to happen to organizations and that the
Cybersecurity strategies already in place are sufficient to successfully recover.

As learned from the best practices example of the IT manager who thwarted two attacks
successfully, a comprehensive Cybersecurity plan includes user prevention steps, spam and
malware software, back-ups and full recovery testing. These suggestions as well as those from
the professional literature on Cybersecurity include the following list of best practices:
e Anti-Malware definitions need to be constantly updated to retain their effectiveness.
e Software updates need to be kept current.
e To identify external emails, message rules can be used to flag external emails and thereby
decrease the probability that a user clicks on bad content.
e To thwart phishing attempts, footers can be added to incoming emails to warn about
opening attachments and clicking on links (see Appendix C).
e Security training, awareness and assessment need to be routine along with testing all
employees to recognize, delete and report attempted attacks (See Appendix B).
e Establishing a thorough and comprehensive backup process for all Servers using the 3-2-
1 rule and establishing a separate backup process for key users’ critical folders (e.g.,
administration, accounting, human resources) to be able to restore/recover from a secure
onsite and/or offsite backup.
e Snapshots and/or image backups provide the most complete backup and the fastest
recovery option.
e Consider cloud-hosting of email and other applications to provide added security, backup
& restore capabilities and filtering benefits to close the largest and easiest route for
Ransomware to penetrate entity systems.

FINDINGS

F1. Ransomware is a real and growing threat to public entities including those in San Mateo
County.

F2. Across the country, local governments and schools represent 12% of all Ransomware
attacks.

55 Government Technology Magazine, Adam Stone, The Weakest Link, Oct/Nov 2018
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F3.

F4.

F>5.

F6.

F7.

F8.

The direct and indirect costs of Ransomware can be significant.

Cybersecurity reviews and assessments, and an updated, well-executed Cybersecurity plan,
are critical components of IT security strategy.

A comprehensive Cybersecurity plan should include, at a minimum, information
concerning prevention steps, spam and malware software, and backups and full recovery
testing.

The identification of phishing attempts, including the use of spam filters, is an important
component to protecting an IT system from Ransomware attacks.

Testing a full restore of a server to ensure that backups are reliable should be undertaken
regularly as part an entity’s backup plan to recover lost information.

Training of new employees, and the recurring training of existing employees, is an
important component of defense against Ransomware.

RECOMMENDATIONS

The Grand Jury recommends that each governing body undertake its own confidential effort to
protect against Ransomware attacks. Specifically:

R1. Each of the governmental entities in San Mateo County with an IT department or IT

function (whether in-house, handled by another government unit or outsourced to a private
enterprise) as listed in Appendix F, should by November 30, 2020, make a request for a
report from their IT organization that addresses the concerns identified in the report,
specifically:

1. System Security (Firewalls, Anti-malware/Antivirus software, use of subnets, strong

password policies, updating/patching regularly)

2. Backup & Recovery (In the event of an attack, can you shut down your system quickly?

What is being backed up, how it is being backed up, when are backups run, and where are
the backups being stored? Have backups been tested? Can you fully restore a Server
from a backup?)

3. Prevention (turning on email filtering, setting up message rules to warn users, providing

employee training on phishing and providing a reporting system to flag suspect content)

R2. These confidential internal reports should be provided to the governing body by June 30,

2021. This report should describe what actions have already been taken and which will be
given timely consideration for future enhancements to the existing cybersecurity plan.

R3. Given the results of their internal reports, governmental entities may choose to request

further guidance by means of a Cybersecurity review from the U.S. Department of
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Homeland Security>¢ and/or a cyber hygiene assessment from the County Controller’s
Office.57

R4. Given the results of their internal reports, governmental entities may choose to ask their IT
departments to review their own Cybersecurity Plan with the detailed template provided by
the FCC’s Cybersecurity Planning Guide and consider customizing it using FCC’s Create
Custom Cybersecurity Planning Guide tool (see footnote 52).

METHODOLOGY
Documents
e Attack incident reports were requested from IT Departments who experienced attack(s).
No incident reports were received.
Site Tours
e No site tours were performed as a part of this report.

Interviews

Reports issued by the Civil Grand Jury do not identify individuals interviewed. Penal Code Section 929 requires that reports of
the Grand Jury not contain the name of any person or facts leading to the identity of any person who provides information to
the Civil Grand Jury.

e Three Information Systems Managers of three different public entity IT organizations.

e Two non-public professional IT Managers. Both of these Managers’ IT infrastructure
environments had been infected with Ransomware attacks. One paid the ransom and the
other did not.

e A professional Ransomware expert who often consults with companies who have been
attacked or desire assistance preventing attacks. He also teaches classes on preparing for
and preventing Ransomware attacks.

e Numerous security industry professionals at the RSA Conference held at Moscone Center
in San Francisco between February 24" and 28" 2020.
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APPENDIX A - SURVEY QUESTIONS

1. Has your Organization had a Ransomware attack? Specifically, has there been an instance or
multiple instances when an attack has locked up a computer or computers and presented a
demand for ransom to unlock the infection?

If you answered Yes or Possibly to Question 1, please provide a detailed description of the
attack. What actions were taken once the attack was realized?

2. Is your Information Systems Budget adequate to secure your network properly from
malicious attack?

3. Please provide an explanation of your Systems Backup processes? How often are backups
run, where do you store the Backups?

4. Have you ever had to Restore from Backups? Please describe in detail why you did the
Restore and describe the process used.

5. Do you provide training to employees regarding Malware?

6. What defenses do you currently employ to block malware? Please be specific. (Firewall
brand/model, Software filters/spam blocker, etc.)

APPENDIX B - EMPLOYEE TRAINING OPTIONS

Phishing is the primary method of entry in cyber-attacks worldwide. Over the past few years,
some security industry companies have come up with excellent testing, training, monitoring,
measuring and reporting solution to help with employee training. The primary goal of an
employee training program is to change user’s behavior when viewing emails that might contain
threats.

The typical components of these solutions include:

Customized phishing attacks designed to test employees in spotting attack attempts
Provide users a simple to use reporting tool to flag suspected attacks

An incidence response platform for controlling the spread of an attack

Reporting dashboards tracking user click-throughs

Employee training programs

Here are some website links for the companies offering training solutions.
www.knowbe4.com

www.lucysecurity.com

www.metacompliance.com

www.mediapro.com

www.cofense.com

www.elevatesecurity.com

WWW.Securitymentor.com
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www.habitu8.io

APPENDIX C - EMAIL MESSAGE RULE - EXTERNAL

_ To... Mame Hidden
Send ...

Account - Subject: [EXTERMAL] Setup a Conference Call to review nest steps

[ CAUTION: EXTERMAL EMAIL. Verify before you click links or open attachments. Questions? Contact GIS.

APPENDIX D - BACKUP & RECOVERY APPLIANCES & SERVICES

There are a large number of companies that provide Backup and Recovery solutions. Solutions
Review has prepared a buyer’s guide for the leading vendors. Click on the following link or
copy and paste this URL into a browser to get your own copy of this guide.

https://solutionsreview.com/backup-disaster-recovery/get-a-free-backup-and-disaster-recovery-
buyers-guide/

Specifically, some of the vendors in this report do not provide appliances, only virtual server
support. Here is a partial list of appliance and solution vendors:

www.unitrends.com
www.barracuda.com
www.carbonite.com
www.commvault.com
www.dellemc.com
www.axcient.com
www.cohesity.com
www.datto.com
www.infrascale.com

APPENDIX E - PHISHING DEFENSE VENDORS
Some companies that provide solutions that improve email defenses are:

https://www.opswat.com/products/metadefender/email-gateway-security
https://www.agari.com/products/phishing-defense/
https://www.inky.com/anti-phishing-software
https://www.mimecast.com/products/email-security-with-targeted-threat-protection/
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APPENDIX F: PUBLIC ENTITIES IN SAN MATEO COUNTY (68)

City/Town Governments (20)
Town of Atherton
City of Belmont
City of Brisbane
City of Burlingame
City of Colma
City of Daly City
City of East Palo Alto
City of Foster City
City of Half Moon Bay
City of Hillsborough
City of Menlo Park
City of Millbrae
City of Pacifica
Town of Portola Valley
City of Redwood City
City of San Bruno
City of San Carlos
City of San Mateo
City of South San Francisco
Town of Woodside

County Government (1)
County of San Mateo, Information Services Department

School Districts (25)
Bayshore Elementary School District
Belmont Redwood Shores School District
Brisbane School District
Burlingame School District
Cabrillo Unified School District
Hillsborough City School District
Jefferson Elementary School District
Jefferson Union High School District
La Honda Pescadero School District
Las Lomitas Elementary School District
Menlo Park City School District
Millbrae School District
Pacifica School District
Portola Valley School District
Ravenswood City School District
Redwood City School District
San Bruno Park School District
San Carlos School District
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San Mateo Foster City School District

San Mateo Union High School District

Sequoia Union High School District

San Mateo County Community College School District
San Mateo County Office of Education

South San Francsico Unified School District
Woodside School District

Independent Special Districts (22)
Bayshore Sanitary District
Broadmoor Police Protection District
Coastside County Water District
Coastside Fire Protection District
Colma Fire Protection District
East Palo Alto Sanitary District
Granada Community Services District
Highlands Recreation District
Ladera Recreation District
Menlo Park Fire Protection District
Mid Peninsula Regional Open Space District
Mid-Peninsula Water District
Montara Water and Sanitary District
North Coast County Water District
Peninsula Health Care District
San Mateo County Harbor District
San Mateo County Mosquito and Vector Control District
San Mateo County Resource Conservation District
Sequoia Healthcare
West Bay Sanitary District
Westborough Water District
Woodside Fire Protection District

Not Included: County-governed special districts and subsidiary special districts governed by
their respective city councils.

Issued: October 7, 2020
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STAFF REPORT

TO: Board of Directors

FROM: Adrianne Carr, General Manager

DATE: December 16, 2020

RE: Authorize General Manager to Enter into a Professional Services Agreement with

Freyer & Laureta, Inc. for Vallemar Tank Condition Assessment in an Amount
not To Exceed $36,100

BACKGROUND

The Vallemar Tank was constructed in 1962 and is a 200,000 gallon welded steel tank. The 20-
Year Long-Term Water Master Plan (20-Year Plan), dated February 2016, identified that the
recoating and seismic anchoring of the Vallemar Tank was a high priority project. A second
Capital Improvement Program (CIP) project for the Vallemar Tank was also identified in the 20-
Year Plan: replacement of the tank with a seismically-secure, steel tank of a larger volume (up to
400,000 gallons, site conditions permitting) at the end of the 20-year period.

Staff solicited proposals for the tank assessment project from three engineering firms. Staff
evaluated the proposals and the most cost-effective and responsive proposal was submitted by
Freyer & Laureta, Inc. (see Attachment A). Freyer & Laureta, Inc. was one of the top firms that
submitted a response to the District’s October 2019 Request for Qualifications for District
Engineering Professional Services.

The scope of work includes several items including: inspection of the current condition of the
exterior and interior of the tank, comparison of the existing tank design with the current code and
seismic standards, evaluation of potential tank recoating and replacement alternatives, and
development of high-level project costs for each alternative. The results of the evaluation will be
documented in a technical memorandum.



FISCAL IMPACT

The cost to complete the Vallemar Tank Condition Assessment described in the attached Scope
of Work is $36,100. The District’s adopted FY 2020-2021 CIP Budget includes $50,000 for the
Vallemar tank investigations.

RECOMMENDATION

Staff recommends that the District Board of Directors authorize the General Manager to Enter
into a Professional Services Agreement with Freyer & Laureta, Inc. for Vallemar Tank Condition
Assessment in an Amount not To Exceed $36,100.

ATTACHMENT
Proposal for Engineering Services from Freyer & Laureta, Inc. dated 11/19/2020 for Vallemar

Tank Condition Assessment
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Ms. Adrianne Carr, Ph.D.

General Manager

North Coast County Water District
2400 Francisco Boulevard
Pacifica, CA 94044

RE: Proposal for Engineering Services
Vallemar Tank Condition Assessment
North Coast County Water District, City of Pacifica, California

Dear Adrianne,

Freyer & Laureta, Inc. (F&L) is pleased to submit this proposal to the North Coast County
Water District (District) to provide engineering services to evaluate the existing conditions
of the Vallemar Tank including preparing alternatives evaluation to potentially extend the
life of the existing tank or replace the tank. The Vallemar Tank is a 200,000 gallon welded
steel tank that was originally constructed in 1962. Flexible seismic joints have been
previously installed on the tank inlet pipe and outlet pipe but the tank is not seismically
anchored to the foundation and there are not automatically closing isolation valves. The
tank exterior was last coated in 2010.

F&L has included the following specialty subconsultants on our team:

e Peterson Structural Engineers (PSE) is a structural engineering and consulting firm
specializing in structural evaluations and design particularly in high seismic and high
wind zone regions. PSE has been the structural engineer of record on over 80 welded
steel tanks and 200 tanks overall. F&L and PSE are currently collaborating on the study
and design of the replacement of a 300,000 gallon, welded steel tank for Laguna Honda
Hospital in San Francisco.

e Bay Area Coating Consultants, Inc (BACC) has been providing its clients the most
advanced inspection and technical services in the industry since 1987. BACC always
approaches projects from the owners’ point of view: Cut costs, but never compromise on
the quality of the work. BACC principals have over 30 years’ experience in the coating
industry including serving on numerous committees such as American Water Works
Association, Society for Protective Coatings, and NACE International.

The F&L team has the correct experience to provide comprehensive engineering services
to perform the condition assessment of the existing Vallemar Tank to provide potential

San Francisco Office: San Mateo Office: Oakland Office:

150 Executive Park Blvd, Suite 4200 144 North San Mateo Drive 825 Washington Street, Suite 237
San Francisco, CA 94134 San Mateo, CA 94401 Oakland, CA 94127
Tel: (415) 534-7070 Tel: (650) 344-9901 Tel: (510) 937-2310

www.freyerlaureta.com
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alternatives for the District to effectively review and evaluate the pros and cons of either
retrofitting the existing tank or possibly replacing the existing tank.

PROJECT TEAM

The key individuals that will be assigned to the District’s project include:

Jeffrey (Jeff) Tarantino, P.E. will serve as the Principal-in-Charge/Project Manager for
the Town'’s project. Jeff has over 22 years of experience with the management, planning,
design, and construction of a variety of public agency infrastructure projects including
several tank projects. Jeff has performed as the engineer of record for small
improvement projects as well as multi-disciplinary teams of consultants for large
infrastructure development projects. Jeff will be the District’s primary point of contact,
providing leadership and direction to our team members.

Rich Laureta, P.E. will serve as the lead for the QA/QC team. Rich has broad
experience in civil engineering design and construction and will be our team’s Quality
Control/Quality Assurance. In his 25 years of professional engineering experience, he
has participated in the design, project management, and construction coordination of
city, county, state, and federal rehabilitation projects, as well as private development
projects. Rich has extensive experience with the planning, design, and construction of a
variety of infrastructure improvement projects including pipeline replacement and
rehabilitation, storage tank construction and/or rehabilitation, and street improvement
projects.

Camille Bandy, P.E., QSD/P will be the senior project engineer for the F&L team
leveraging her experience leading the design and management of numerous
infrastructure improvement projects including the Laguna Honda Potable Water Tank
project. Camille’s responsibilities have included preparing plans and technical
specifications for public infrastructure improvements including storm drain, sanitary
sewer, and water utilities, as well as grading and roadways. Camille is working closely
with several public agencies to successfully deliver infrastructure improvement projects
that satisfy multi-jurisdictional design and construction requirements.

Galit Ryan, P.E. will assist Rich with providing QA/QC for the project. Galit has 20 years
of water/wastewater industry experience, Galit serves as a Principal and staff manager in
PSE’s Southern California office. Galit's expertise includes water and wastewater
storage reservoir design and rehabilitation, including reinforced concrete and
prestressed concrete structures. Her project experience has included above-grade,
partially buried, and fully buried structures. Roof types have included flat-slab concrete,
concrete dome, aluminum dome and floating roof covers. Her project expertise spans
various site and geographic conditions, with special focus on high seismic areas, a wide
variety of site conditions including sliding stability, and varying loading conditions
including roofs designed to accommodate vehicular traffic and multi-use facilities above.

FREYER & LAURETA, INC.
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Ed Ling, S.E., P.E. is a Principal and Senior Project Manager at PSE with over 11 years
of experience. As one of the firm’s lead structural engineers, Ed’s primary area of
specialization are seismic evaluations, water storage and treatment facilities, structural
engineering for industrial projects and commercial renovations. Through his project work,
Ed has gained experience designing with multiple construction media, including steel
(cold-formed and hot-rolled), concrete (pre-stressed and conventional), wood, and
masonry. He is also well-versed in the use of multiple engineering analysis and modeling
tools like Multiframe4D, Enercalc, RetainPro, AutoCad, Tedds, and SAP. Ed fully
understands the dynamics of design for steel water storage tanks and is the firm’s go-to
person for reservoir evaluations and upgrades, and water/wastewater treatment work.

We have included one-page resumes for each of the key team members as Attachment 1
to this proposal.

PROJECT APPROACH

The F&L team has reviewed the Request for Proposal (RFP) provided by the District
including:

Inspection Report for the North Coast County Vallemar Reservoir Inspected
June 3, 2014 from Aqua Video Engineering;

Excerpts from the NCCWD 20-year Long-Term Water Master Plan prepared by Stetson
Engineers, Inc. dated February 2016; and

Vulnerability, General Condition and Future Needs Assessment — Tanks dated
January 28, 2013.

To develop our condition assessment including identifying potential alternatives to
retrofitting the existing tank, the F&L team will:

Perform document review including any as-built information that the District may be able
to share;

Perform a site visit to perform visual observation of the tank including both exterior and
interior that will include:

o Ultrasonic testing to estimate existing shell thickness;

o Float investigation to observe the existing conditions of the roof structure;
and

o Observe existing pipe and valve;
Review updated hydraulic modeling results to be provided by the District.

FREYER & LAURETA, INC.



Ms. Adrianne Carr, Ph.D.
Page 4 of 8
November 19, 2020

Our team will perform an evaluation of the overall condition of the tank considering
structural performance, coating condition, and potential capacity needs to develop potential
alternatives including retrofit the existing tank and replacement of the tank. Even if the
District’s updated hydraulic modeling identifies additional storage capacity needs, the F&L
team will review the feasibility of site improvements that may allow the construction of a
second tank if the retrofit of the existing tank is reasonable cost effective.

The goal of our team’s evaluation is to present the District with a technical memorandum
that documents the results of our technical evaluation, suggested alternatives that include
decision matrix, and suggested next steps for each alternative. The F&L team will regularly
meet with District staff throughout the evaluation and alternatives development process to
ensure a collaborative process such that the technical memorandum serves as a record of
our collaborative work and the tool needed to facilitate feedback from the District Board.

SCOPE OF WORK
The F&L team proposes the following tasks:

Task 1: Project Management and Coordination

F&L will provide overall project management and coordination for the project including
serving as the primary point of contact for the District. The proposed tasks include:

e Project coordination, monitoring, and administration;

e Attend project kickoff meeting;

e Oversee project staffing;

e Monitor task budgets and project schedule; and

e Prepare monthly progress and cost summaries report, and invoices.

Deliverables
1. Kickoff meeting agenda and minutes
2. Monthly invoices

Assumptions
1. Kickoff meeting will be held virtually
2. Monthly invoices will include a brief summary of work completed

Task 2: Document Review and Site Visit

The F&L team will review the documents listed in the Project Approach section as well as
any other documents provided by the District. The purpose of the document review is to

FREYER & LAURETA, INC.
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confirm the team’s understanding of the current tank construction and associated
equipment to prepare for the site visit.

The F&L team will perform one site visit with District staff to observe the existing conditions
of the site, tank exterior, and the portions of the tank interior above the water surface. The
F&L team has reviewed the Aqua Video Engineering report and believes the report
provides sufficient detail about the interior condition below the water surface that another
underwater video inspection is not required.

During the site visit, the F&L team will:

Perform an exterior inspection of the tank to include site conditions, visible portions of the
foundation, the exterior shell segments accessible from ground level and along the
exterior ladder, and safely accessible areas of the roof exterior;

Field verify the shell thickness by performing ultrasonic testing services at shell locations
accessible from the exterior ladder or ground;

Float investigation to observe the interior conditions while the tank is full by floating via
an inflatable raft to observe the roof underside and wall areas above the water level.

Observe the existing exterior piping including condition of seismic joints, altitude valve,
butterfly valves, and other visible equipment.

Observe the existing exterior coating conditions including identifying areas of bubbling,
flaking, and other signs of coating deterioration.

The F&L team will include a summary of its observations as part of the technical
memorandum prepared under Task 4.

Deliverables

1.

None

Assumptions

Geotechnical studies and investigations are not included.
The F&L team will provide raft, oars, and tethers for the wet inspection.

District will provide access to tank interior and any required equipment for confined
space requirements.

District will provide disinfection and sanitation materials required for contact with potable
water including suits.

District will coordinate the safe access of personnel and raft through the roof hatch and
interior ladder for floating the tanks at a water level adequate to closely inspect the roof
framing.

FREYER & LAURETA, INC.
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Task 3: Evaluation and Alternatives Development

Following the site visit, the F&L team will perform an evaluation of the existing tank
including:

e Review the existing tank design to determine conformance with current code and
standards for hydrostatic, wind and seismic loading, including slosh, overturning, and
anchorage;

e Preliminary structural analysis and evaluation for any identified rehabilitation options;
e Evaluate exterior coating and identify coating improvements, if any;
e |dentify potential location of automatic closing valves;

e Evaluate potential tank replacement alternatives including the existing 200,000 gallon
and one larger tank identified as part of the District's updated hydraulic modeling;

e Other site improvements identified during the site visit; and

e Preliminary opinion of probable project cost (e.g. engineering, permitting, construction,
construction management, and District staff allowances) for each alternative.

The F&L team will develop the evaluations described in the bullets above and schedule a
workshop with the District to review the site visit findings, results of our analysis, and other
key items. The purpose of the workshop is to collaborate with the District to validate the
potential retrofit options, tank replacement options, and other key technical findings. The
F&L team’s experience that the workshop setting for a review of the engineering evaluation
is more effective method to allow our team to present our findings, facilitate discussion, and
resolve comments.

The F&L team will prepare an agenda including exhibits for the workshop. The workshop
will be facilitated by F&L and our team will produce minutes capturing comments and
questions from the District.

Deliverables
1. Workshop agenda and handouts
2. Workshop minutes

Assumptions
e The workshop will be held virtually.

e The workshop agenda and handouts will be provided to the District in PDF format two
days prior to the workshop.

FREYER & LAURETA, INC.
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Task 4: Technical Memorandum

The technical memorandum will serve as documentation of our evaluation described in
Task 2 and the feedback from the District documented during the workshop described in
Task 3. The F&L team will prepare a draft technical memorandum and submit to the District
for review and comment. The F&L team will prepare a final technical memorandum and
provide written responses to the District's comments.

Deliverables
1. Draft technical memorandum
2. Final technical memorandum including response to comments

Assumptions
e The District will provide comments in writing from all staff.

e The draft and final technical memorandum will be provided in PDF format.

SCHEDULE

F&L proposes the following schedule for performance of the Project:

Task Proposed Schedule
Complete Document Review 2 weeks following NTP
Site Visit 3 weeks following NTP
Evaluation and Alternatives

Development Workshop 4 weeks following Site Visit

2 weeks following Evaluation and
Alternatives Development Workshop
1 week following receipt of District
comments

Draft Technical Memorandum

Final Technical Memorandum

BUDGET

F&L proposes to provide the engineering design services described above on a time and
materials basis in accordance with the attached Charge Rate Schedule dated January 1, 2019.
The proposed budget for the Project is $36,100. A budget break down table is attached to this
proposal presenting the anticipated level of effort for each task. The table includes the Project
tasks, labor categories, and the associated F&L labor rates used to develop the proposed
budgets. The proposed budget will not be exceeded without prior written authorization.

FREYER & LAURETA, INC.
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Thank you for the opportunity to provide the District with this proposal. We look forward to
discussing our team’s experience and approach to the District’s project. Please contact me
at (650) 619-3226 or tarantino@freyerlaureta.com with any questions or comments.

Sincerely,
FREYER & LAURETA, INC.

I

Jeffrey J. Tarantino, P.E.
Vice President

Attachments

1. Table 1 — Budget Estimate for Vallemar Tank Condition Assessment
2. Attachment 1 — Key Personnel Resumes

FREYER & LAURETA, INC.
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TABLE 1
BUDGET ESTIMATE FOR VALLEMAR TANK CONDITION ASSESSMENT
North Coast County Water District, Pacifica, California

ESTIMATED OTHER DIRECT COSTS ESTIMATED COST (2)
LABOR (Hours) (1) TOTAL
TASKS F&L PSE TOTAL UNIT | QNTY UNIT 10% COST SUB
. o LABOR COST | MARKU PER TOTALS
g2l g| e cosT (%) P ITEM $)
s %S ($) ($) ($)
SRR
c | c|lo| 2
_ |22 |s|B2|2|8]|=w
5] w S 2 < N 5 2
= &= o e £ &= = 2
o |l sl g c|ls| e8| §|=
(@) n < a < n [%) o
85 | 125 165 230 141 | 178 | 223 | 255
[Task L: Project Management
Prepare monthly invoices and progress reports 4 4 4 4 $2,844 $2,844
Kick off Meeting 1 1 1 1 $874 $874
General Project Management 4 4 $1,941 $1,941
Subtotal Labor Hours - Task 1 4 1 9 4 1 9 $5,658 Estimated Cost - Task 1 $5,700
Task 2: Document Review and Site Visit
Review District provided documents 4 2 2 2 1 $1,888 $1,888
Review updated hydraulic model 2 1 $415 $415
Site Visit 8 8 $3,106 $3,106
Coordination with District 2 2 $790 $790
Subtotal Labor Hours - Task 2 6 13 2 2 10 1 $6,200 Estimated Cost - Task 2 $6,200
Task 3: Evaluation and Alternatives Development
Perform structural evaluation 4 2 $1,159 $1,159
Perform coating evaluation Is 1 $1,500] $150 $1,650
Performing site and piping evaluation 4 2 $830 $830
Develop retrofit scope alternative 4 2 4 2 $1,989 $1,989
Develop replacement scope alternative 4 2 4 2 $1,989 $1,989
Prepare exhibits and drawings 8 4 8 8 $4,212 $4,212
Internal Review 2 2 $970 $970
Evaluation and Alternatives Development Workshop 2 2 2 2 $1,747 $1,747
Prepare Workshop minutes 2 1 $560 $560
Subtotal Labor Hours - Task 3 201 14 ] 5 8 [ 20] 8 4 $13,458 Estimated Cost - Task 3 $15,100
Task 4: Technical Memorandum
Prepare draft technical memorandum 8 4 8 4 $3,979 $3,979
Internal review 2 1 S$715 S$715
Prepare draft technical memorandum submittal 4 2 4 2 $1,989 $1,989
Prepare final technical memorandum 4 2 1 4 2 1 $2,475 $2,475
Subtotal Labor Hours - Task 4 16 | 8 3 16 | 8 2 $9,158 Estimated Cost - Task 4 $9,200
Total Labor Hours| 4 42 | 36 | 19 | 12 | 38 | 27 | 16 $34,474 Total Estimated Cost $36,100

Notes to Table:
(1) Billing rates for subconsultants includes 10% markup.
(2) Estimated costs are rounded to the nearest $100.

Freyer & Laureta, Inc.
Budget_VallemarTank_NCCWD_2020-11-19.xlsx/Budget_Estimate_Final Page 1of1 Last Printed: 11/19/2020
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Jeffrey J. Tarantino, P.E.
Vice President

Education: Bachelor of Science in Civil Engineering
Santa Clara University

Professional Qualification: Registered Civil Engineer — California No. 63936

Jeff Tarantino has extensive experience in civil engineering design and construction that has been developed during his
22 years of civil and environmental work experience. Jeff has served as project manager on numerous program
management, planning, design, permitting and construction management projects. His project experience includes civil
site development, water supply treatment and distribution, wastewater treatment and collection, water reuse treatment and
distribution, flood control, groundwater extraction and treatment systems, and water quality. Jeff serves as the primary
point of contact with permitting and environmental resources agencies on behalf of clients to facilitate open dialogue with
the agencies. Jeff has demonstrated a unique ability to assist clients to bridge technical and non-technical challenges to
deliver multi-beneficial projects within budget and on schedule. A representative sampling of past and current projects

includes:

Development and Campus Projects

UCSF, Minnesota Street Student Housing

UCSF, Campus Wide Technical Criteria Development
1000 Channel Street (SF) Owner, One Mission Bay
Uber Headquarters, 1455 and 1515 Third Street
TNDC, Candlestick Block 10A

Alexandria Real Estate Equities (ARE), 1450 Owens

Infrastructure Design Projects

City of Burlingame, Water Distribution

Valley of the Moon Water District, Water Distribution
City of Calistoga, Water Treatment

City of Pacifica, Wastewater Collection

Infrastructure Construction Management Projects
City of Burlingame, Water Storage

Coastside County Water District, Water Treatment
City of Calistoga, Water Treatment

Sewer Authority Mid-Coastside, Wastewater Storage

Program Management/Project Management Projects
Monterey County Water Resources Agency, Water
Supply

City of Lathrop, Water Reuse

City of Burlingame, Stormwater

Phone: (415) 534-7070 150 Executive Park Blvd, Suite 4200
San Francisco, CA 94134
E-mail: tarantino@freyerlaureta.com

UC Berkeley, Berkeley Way Project

UCSF, Weill Institute for Neuroscience
Mission Bay, Park P2-P8

Mission Bay, Park P3

TNDC, 681 Florida Street

ARE, Confidential Site (San Mateo County)

Town of Hillsborough, Water Distribution
City of San Mateo, Wastewater Collection
City of Los Altos, Wastewater

Menlo Park, Water Distribution

Town of Los Altos Hills, Wastewater Collection
City of East Palo Alto Groundwater Treatment

City of East Palo Alto, Water Distribution

Santa Clara Valley Water District, Flood Control
City of Tracy, Water Supply

City of San Mateo, Street Rehabilitation
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Richard J. Laureta, P.E.
President

Education: Bachelor of Science in Civil Engineering
California Polytechnic State University, San Luis Obispo

Professional ~ Registered Civil Engineer — California No. 55783
Qualification:  Registered Civil Engineer — Hawaii No. 10545

Mr. Laureta has broad experience in civil engineering design and construction. In his 25 years of professional engineer-
ing experience, he has participated in the design, project management, and construction coordination of private sector
engineering projects, as well as city, county, state and federal rehabilitation projects. His broad experience gives him the
knowledge necessary to be an integral part of multi-disciplined teams in the planning, design and installation of challeng-
ing civil engineering projects. Mr. Laureta has a growing reputation in urban master planning and wastewater collection
design and construction management. He serves as the District Engineer for the West Bay Sanitary District in Menlo
Park and the East Palo Alto Sanitary District. The combination of his design experience and his expertise in computer-
aided drafting ensures accurate design drawings. His experience and dedication to the profession allows him to be a
contributor to the success of diverse engineering projects. A representative sampling of past and current projects in-
cludes:

District Engineer/Public Works Projects

West Bay Sanitary District, District Engineer City of San Leandro, Wastewater Collection Systems
East Palo Alto Sanitary District, District Engineer City of Burlingame, Storm Drain Collection Systems
Silicon Valley Clean Water, Conveyance System University of San Francisco, Misc. Projects

Office/Commercial/Residential Projects

Britannia Oyster Point, South San Francisco Marriott Courtyard, So. San Francisco
Hercules Properties PUD, Hercules Bay West Cove, So. San Francisco
McGrath Rentcorp Offices, Livermore Sutro Tower Improvements, San Francisco

Childrens’ Center, NAS North Island, San Diego

Infrastructure Master Planning and Design

Mission Bay Residential Area Mission Bay Drive and Circle Project
Mission Bay Park NP 1-2 Project Mission Bay Blocks 29 - 32 and 33 - 34
Mission Bay Park NP 3-5 Project Utility Master Plan, South of Channel

Mission Bay Park P16

Roadway and Infrastructure Projects

Naval Training Center Drainage Design, San Diego Pier 45 Seismic Retrofit, San Francisco
Rankin Pump Station Design, San Francisco Guadalupe River Retaining Walls, San Jose
Ralston Avenue Grade Separation, Belmont Bollman Water Treatment Plant Expansion, Concord

Special Weapons Area Pump Station, NAS North Island

150 Executive Park Blvd., Suite 4200

Phone: 415-534-7070 San Francisco, CA 94134

E-mail: laureta@freyerlaureta.com
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Camille R. V. Bandy, P.E., QSD/P
Associate Engineer

Education: Bachelor of Science in Civil Engineering, California Polytechnic State University, San Luis Obispo

Professional
Qualification: ~ Registered Civil Engineer — California No. 88920

Ms. Bandy has managed and designed numerous civil engineering projects including public infrastructure and
redevelopment improvements. Responsibilities have included preparing plans and technical specifications for storm
drain, sanitary sewer, water utilities, site grading and roadways. Other responsibilities have included coordinating multi-
disciplinary project teams, construction administration, and sanitary sewer and storm drain analysis for several Mission
Bay Development projects. Recent project sites have included multiple public infrastructure sites as well as on site civil
work within the Mission Bay Development.

Public Works Projects

Laguna Honda Hospital Water Tank Replacement Project, San Francisco, CA

Redwood City Pump Station Chopper Pump Replacement, Silicon Valley Clean Water, Redwood City, CA
West Bay Sanitary District Sewer Replacement Project, Middlefield Road, Menlo Park, CA

Flow Equalization Studies, Silicon Valley Clean Water, Redwood City, CA

Bayshore Sanitary District CIP, Brisbane, CA

Lloyden Lane Sanitary Sewer Replacement Project, Los Altos, CA

Linda Mar Pump Station Rehabilitation Project, Pacifica, CA

On-Call Engineering Services, Los Altos Hills County Fire District, Los Altos Hills, CA

Redevelopment Projects

Mission Bay Park P3 Public Infrastructure Project, San Francisco, CA
Mission Bay Park P2-P8 Public Infrastructure Project, San Francisco CA
Mission Bay Block 1 Public Infrastructure Project, San Francisco, CA
Mission Bay Block 33-34 Public Infrastructure Project, San Francisco, CA
Mission Bay Block 29-32, Public Infrastructure Project, San Francisco, CA
Mission Bay Block 11/12 Public Infrastructure Project, San Francisco, CA
Mission May Block 1 Residential Development Project, San Francisco, CA
Candlestick Point CP-05/07 Infrastructure Project, San Francisco, CA

Phone: 415-534-7070 150 Executive Park Boulevard, Suite 4200
Email: bandy@freyerlaureta.com San Francisco, CA 94134



GALIT RYAN, PE

Principal-in-Charge

With over 25 years of water/wastewater industry experience, Galit serves as a Principal and
staff manager of PSE’s California operations. Galit’s expertise includes water and wastewater
storage reservoir design and rehabilitation, including steel, reinforced concrete and
prestressed concrete structures. Her project experience has included above-grade, partially-
buried, and fully-buried structures. Roof types have included steel, flat-slab concrete,
concrete dome, aluminum dome and floating roof covers. Her project expertise spans various
site and geographic conditions, with special focus on high seismic areas, a wide variety

of site conditions including sliding stability, and varying loading conditions including roofs
designed to accommodate vehicular traffic and multi-use facilities above.

In addition to her vast experience with new tank structure design and construction, Galit’s
experience also includes seismic evaluation, condition assessments, and upgrades and
rehabilitations of existing structures, as well as QA/QC and construction oversight. Having
been involved in all phases of project delivery from evaluation and analysis, to design and
through the completion of construction, Galit is able to provide our clients and owners with
exceptional service and creative solutions, with concurrent focus on schedules and budgets.
A key asset to any team, Galit’s comprehensive experience with owners, contractors, and
other consultants allow her the ability to quickly and efficiently solve or mitigate possible
design coordination and construction issues.

Relevant Experience

Laguna Honda Hospital Water Tank Replacement, San Francisco, CA

(Currently in design with Freyer & Laureta)

PSE has been contracted to provide structural design services for a new tank to serve the
Laguna Honda Hospital, located in the Midtown Terrace neighborhood of San Francisco.

The new tank will replace the existing Water Tank Il and is designed to be an AWWA D100,
ground-supported, welded steel storage tank with a capacity of 300,000 Gallons. PSE’s
scope of work includes structural design of the steel tank, foundation, anchorage, and
structural detailing support for appurtenances, life-safety equipment, and access equipment.
PSE is also working closely with the project team to coordinate and provide structural design
guidance related to the tank siting, dimensions, security and aesthetics.

Helix Water District, Tunnel Hill Reservoir Upgrades, £/ Cajon, CA

PSE performed a seismic evaluation of the existing Tunnel Hill welded steel reservoir
including an options analysis for upgrading the existing roof or replacing it with a new
aluminum dome roof. PSE provided a structural evaluation and roof upgrade options, as well
as seismic slosh, anchorage requirements and fall arrest systems. PSE is currently in the
design phase of the roof upgrade.

South Magee 2.0 MG Water Storage Tank, Temecula, CA

PSE is serving as the Structural Engineer of Record for this new 2.0 MG welded steel water
reservoir. Designed as a replacement for an existing 0.1 MG reservoir, the inside diameter
will measure 125 ft with a maximum operating water level of 22ft and a steel framed roof
supported by steel pipe columns. The reservoir was designed in conformance with AWWA
D100 and pertinent codes. PSE analyzed the main structural elements of the reservoir,
accounting for seismic slosh wave effects amongst other considerations and provided a
complete stamped calculations package for permitting and construction.

EDUCATION

BS, Structural Engineering,
University of California, San
Diego

YEARS EXPERIENCE
25

REGISTRATIONS

Professional Engineer: AZ, CA,
HI, ID, NV, OR, WA, WY

TRAINING

EPA Risk Assessment &
Emergency Response Plan

MEMBERSHIPS

American Council of Engineering
Companies (ACEC)

American Concrete Institute (ACI)

American Society of Civil
Engineers (ASCE)

American Water Works
Association (AWWA)

National Society of Professional
Engineers (NSPE)

Structural Engineers Association

Water Environment Association
(WEF)

American Public Works
Association (APWA)

EMPLOYEES




ED LING, PE, SE

QA/QC

Ed is a Principal and Senior Project Manager at PSE with over 11 years of experience. As
one of the firm’s lead structural engineers, Ed’s primary area of specialization are seismic
evaluations, water storage and treatment facilities, structural engineering for industrial
projects and commercial renovations. Through his project work, Ed has gained experience
designing with multiple construction media, including steel (cold-formed and hot-rolled),
concrete (pre-stressed and conventional), wood, and masonry. He is also well-versed in
the use of multiple engineering analysis and modeling tools like Multiframe4D, Enercalc,
RetainPro, AutoCad, Tedds, and SAP. Ed fully understands the dynamics of design for steel
water storage tanks and is the firm’s go-to person for reservoir evaluations and upgrades,
and water/wastewater treatment work.

Relevant Experience

Laguna Honda Hospital Water Tank Replacement, San Francisco, CA

(Currently in design with Freyer & Laureta)

PSE has been contracted to provide structural design services for a new tank to serve the
Laguna Honda Hospital, located in the Midtown Terrace neighborhood of San Francisco.

The new tank will replace the existing Water Tank Il and is designed to be an AWWA D100,
ground-supported, welded steel storage tank with a capacity of 300,000 Gallons. PSE’s
scope of work includes structural design of the steel tank, foundation, anchorage, and
structural detailing support for appurtenances, life-safety equipment, and access equipment.
PSE is also working closely with the project team to coordinate and provide structural design
guidance related to the tank siting, dimensions, security and aesthetics.

Helix Water District, Tunnel Hill Reservoir Upgrades, £/ Cajon, CA

PSE performed a seismic evaluation of the existing Tunnel Hill welded steel reservoir
including an options analysis for upgrading the existing roof or replacing it with a new
aluminum dome roof. PSE provided a structural evaluation and roof upgrade options, as well
as seismic slosh, anchorage requirements and fall arrest systems. PSE is currently in the
design phase of the roof upgrade.

CVWD Elevated Tank Evaluation, Coachella, CA

PSE provided a seismic and structural evaluation of an existing 50,000 gallon elevated steel
tank for the Coachella Valley Water District, as the District desired to remove the tank from
service and leave the structure in place as a landmark. PSE’s evaluation identified seismic

vulnerability issues and determined potential upgrades required for current code compliance.

PSE performed an on site structural inspection and analyzed the tank and steel framed tower
in conformance with ASCE 7. Findings and recommendations were documented in a report.

City of Seaside (2.0 MG) Welded Steel Reservoir Design, Seaside, OR

PSE was selected to provide structural engineering for the design of a new 2.0 MG welded
steel reservoir and associated pump station for the City of Seaside. PSE provided design
and construction documents as well as bidding and construction services throughout the
completion of the project.

Rockwood Cascade Reservoir Improvements, Portland, OR

PSE previously performed a structural evaluation and made recommendations for
improvements to be implemented as part of the project. PSE was then selected to provide
structural design of seismic retrofits of a 5.0 MG welded steel reservoir. Our scope included
services from design through construction and project closeout.

EDUCATION

MS, Engineering, Portland State
University

BS, Civil Engineering, Portland
State University

BS, Electrical Engineering,
University of Washington

YEARS EXPERIENCE
11

REGISTRATIONS

Professional Engineer: CA, DE, FL,
KS, KY, MD, MO, OH, OR, WA

Structural Engineer: CA and OR

MEMBERSHIPS
Structural Engineers Association

American Society of Civil
Engineers

American Water Works
Association

American Institute of Steel
Construction

EMPLOYEES
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Capital Improvement Projects

MONTHLY STATUS REPORT NOVEMBER, 2020

POTABLE PIPING IMPROVEMENTS

1117-130 21" Transmission Main Pipeline Inspection
Budget Year to Date Spent Percent Spent
$55,000 $0 0%

Balance Remaining
$55,000

1117-144 Balboa Pipeline Replacement
Project complete.
Budget
$40,000

Year to Date Spent
$24,370

Percent Spent
60.93%

Balance Remaining
$15,630

1117-143 Hinton Ranch Pipeline Replacement

Emergency repair complete on leaking segment. Lines put back in service. Completion of
the updated hydraulic model over the next couple of months will help staff to evaluate
replacement options. Staff will then present recommendations to the CIP Committee and
Board of Directors.

Budget

Year to Date Spent

Percent Spent

Balance Remaining

$300,000

$0

0%

$300,000

1117-145 Shoreside Levee Pipeline Re

l[acement

Budget

Year to Date Spent

Percent Spent

Balance Remaining

$45,000

$0

0%

$45,000

1117-145 Emergency Pipeline Repairs

Budget

Year to Date Spent

Percent Spent

Balance Remaining

$50,000

$62,089

124.18%

$12,089

1117-146 Highway 1 Crossing at Manor Dr.

Brown and Caldwell submitted a draft technical memorandum in late March evaluating
different pipeline rehabilitation and replacement options. Completion of the updated
hydraulic model over the next couple of months will help staff to evaluate replacement
options. Staff will then present recommendations to the CIP Committee and Board of

Directors.
Budget Year to Date Spent Percent Spent
$40,000 $0 0%

Balance Remaining
$40,000
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1117-149 Loop at Everglades Dr. Pipeline Replacement

This pipeline current runs through customers’ property and should be rerouted in places. A
preliminary design for this project was done in 2000. The District has provided this
information to EKI and has asked them to evaluate this previously proposed design using
funds from their current contract for CIP support. EKI will summarize their findings in a

memo to the District soon.
Budget Year to Date Spent Percent Spent Balance Remaining
$200,000 $0 0% $200,000

MISCELLANEOUS PROJECTS

1118-122B Vehicle Replacement - General Manager and Water Quality Vehicles
An order was placed through the State Contract for Fleet Vehicles for the both vehicles.

Delivery is anticipated in January and payment will be due upon delivery.
Budget Year to Date Spent Percent Spent Balance Remaining
$70,000 $0 0% $70,000

1118-122B Vehicle Replacement - Backhoe

Staff solicited bids from suppliers throughout the State whom provide type of equipment
the District seeks. Two bids were received by the bid deadline of 12/9. Staff is in the
process of reviewing the bids to ensure they have met the requirements and will bring the

lowest responsive bid for action at the January Board meeting.
Budget Year to Date Spent Percent Spent Balance Remaining
$125,000 $0 0% $125,000

1118-122B Vehicle Replacement - Pickup Trucks

Trucks have been purchased and outfitted and are in service.
Budget Year to Date Spent Percent Spent Balance Remaining
$70,000 $58,226 83.18% $11,774

1118-160 Water System Hydraulic Model Update & Integration with GIS

Updates to the District’s hydraulic model are currently underway. An initial calibration and
validation have been completed on the updated hydraulic model with the updated and
improved GIS information integrated in the model framework. The District and EKI are
currently working on the plan to perform hydrant testing to calibrate the hydraulic model.
The hydrant testing is scheduled to take place over two days in mid-January. The
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evaluation of the District’s updated water storage needs is also underway, with preliminary
results anticipated before the end of the year.

Budget Year to Date Spent Percent Spent Balance Remaining
$135,000 $36,836 27.29% $98,164

POTABLE STORAGE TANK/RESERVOIR PROJECTS

1117-119 Tank Hatch Intrusion Alarms - 6 Hatches
Budget Year to Date Spent Percent Spent Balance Remaining
$20,000 $0 0% $20,000

1117-119 Repair/Replacement of Tank Vents

Budget Year to Date Spent Percent Spent Balance Remaining

$100,000 $0 0% $100,000

1935-103C Christen Hill Tank Intertie Project w/Daly City - Gate Improvement
City of Daly City is currently using the new Christen Hill intertie. Improvements to gate are

upcoming.
Budget Year to Date Spent Percent Spent Balance Remaining
$50,000 $0 0% $50,000

1117-160B Vallemar Tank - Recoating

Staff asked three engineering firms for proposals to evaluate and design the needed
recoating and seismic upgrades at the Vallemar Tank. A proposal submitted by Freyer &
Laureta, Inc. for a Vallemar Tank Condition Assessment is on the agenda this month for
action as item 9.A.4.

Budget Year to Date Spent Percent Spent Balance Remaining
$50,000 $0 0% $50,000
ANNUAL PROJECTS

1117-112 Reservoir Site Paving Project (Annual)
No work performed in November.

Budget Year to Date Spent Percent Spent Balance Remaining

$10,000 $0 0% $10,000
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1117-113 Reservoir Fence Maintenance (Annual)

North American Fence and Railing repaired fence at Royce Tank Site in November.
Budget Year to Date Spent Percent Spent Balance Remaining
$10,000 $0 0% $10,000

117-145 Annual Valve Exercise Program
Work is ongoing. Costs for this program thus far are primarily related to staff time and thus
are not reflected in the project budget.

Budget

Year to Date Spent

Percent Spent

Balance Remaining

$5,000

$0

0%

$5,000

1117-145 Annual Flushing & Dead-End Blow-Off Project

Work ongoing. Costs for this program thus far are primarily related to staff time and thus
are not reflected in the project budget.

Budget

Year to Date Spent

Percent Spent

Balance Remaining

$10,000

$0

0%

$10,000

1117-165 Easement Protection (Annual Program)

Work to be done in June.

Budget

Year to Date Spent

Percent Spent

Balance Remaining

$10,000

$0

0%

$10,000

1117-169 Meter Replacement Program

Ongoing Program.

Budget

Year to Date Spent

Percent Spent

Balance Remaining

$95,000

$28,405

29.90%

$66,595

1117-170 Fire Hydrant Replacement Project

Ongoing Program.

Budget

Year to Date Spent

Percent Spent

Balance Remaining

$30,000

$19,334

64.45%

$10,666

1117-183B Pressure Regulator Station Upgrades

Work is ongoing.

Budget

Year to Date Spent

Percent Spent

Balance Remaining

$100,000

$269

0.27%

$99,731
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BUILDING PROJECTS

1118-112B Francisco Building Repairs

Progress on the District Administration Building Assessment continues. Online
guestionnaires were sent to the Board of Directors and staff to inform planning for an
upgraded District Administration Building. The results of the survey will be reviewed at a

Board of Directors meeting.
Budget Year to Date Spent Percent Spent Balance Remaining
$280,000 $14,599 5.21% $265,401

1118-160 GIS Upgrades/Tablets

Staff is evaluating the benefit of adding additional user licenses to its GIS system.
Budget Year to Date Spent Percent Spent Balance Remaining
$3,000 $0 0% $3,000

1118-172B Computer Upgrades/SCADA/Office
Work Continues. The District’s server is currently undergoing an upgrade, including

installation of an updated server for the District’s enterprise system.
Budget Year to Date Spent Percent Spent Balance Remaining
$25,000 $948 3.79% $24,052

1915-103B Redundant Off-Site SCADA System @ Gypsy Hill

Work continues. Staff working with SCADA, cable and phone companies.
Budget Year to Date Spent Percent Spent Balance Remaining
$32,000 $110 0.34% $31,890

RECYCLED WATER PROJECT

1116-201B Recycled Water
Recycled water program is up and running.
Budget Year to Date Spent Percent Spent Balance Remaining
$20,000 $0 0% $20,000
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RESERVOIR CONSTRUCTION PROJECTS

1117-135 Sheila Tank - Consultant/Inspectors
This budget funds the outside review by EKI of the work products produced by Brown &
Caldwell during the design phase of this project. EKI recently reviewed the 30% design

drawings and will submit comments this month.
Budget Year to Date Spent Percent Spent
$15,000 $3,117 21.18%

Balance Remaining
$11,823

1117-135 Sheila Tank - Design
Brown & Caldwell recently submitted the 30% design drawings. Staff and Jenn Hyman with
EKI are reviewing the plans and submitting comments.

Budget Year to Date Spent Percent Spent
$400,000 $92,194 23.05%

Balance Remaining
$307,806

1117-135 Sheila Tank - Construction
Work on construction would occur after the design is finalized. Based on the current
schedule, it is estimated that construction will not begin in this fiscal year and this budget

will be carried over into next fiscal year.
Budget Year to Date Spent Percent Spent
$525,000 $0 0%

Balance Remaining
$525,000

WATER AVAILABILITY STUDY

1116-611 Phase 1 Assessment of Groundwater and Recycled Water
Work on the water supply study is anticipated to kick off later this month.

Budget

Year to Date Spent

Percent Spent

Balance Remaining

$50,000

$0

0%

$50,000
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